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Current Research Projects

Network modelling for Epidemiology (EPSRC)

= Infectious disease control/prediction systems

= Data driven complex network research

Data Driven Declarative Networking (with MSR)

= Intersection of networking and programming
= Programming distributed and parallel computation over
Crowd+Cloud

Quantifying Social Contact Networks and Modelling the
Spread of Infections (MRC with LSHTM)

= Disease outbreak — behavioural change
= Economical impact

Content Distribution Networks (EEU FP7 SCIALNETS, EU
FP7 RECOGNITION)

= Understanding human behaviour for building content centric
networking

= Opinion dynamics - rumour propagation - prediction

= Using psychological and cognitive sciences




Outline

= Pocket Switched Networks
= EU FP6 Haggle (2005-2010): Autonomic opportunistic
Communications networks
* Integrate Social Structure to CDN
= EU FP7 SOCIALNETS (2007-2011): Harnessing Adaptive
Human Social Structure
* Integrate social interaction, opinion dynamics, and
cognitive behaviour to CDN

= EU FP7 RECOGNITION (2010-2014): Cognition for Self-
awareness in Content-Centric Networks

» Quantifying Social Contact Networks and Modelling

the Spread of Infectious Disease in Africa
= EPSRC and MRC (with epidemiologists)
= FluPhone Project - Infectious disease control/prediction
= Disease outbreak — behavioural change - Economical
impact
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Pocket Switched Networks

= Contact networks: Real-world network of time
dependent contacts
" A>B>C>A

* Problem: How do we uncover modes of spread in
multiple groups?

* Find logical backbone topology: Community and
Centrality




Pocket Switched Networks

= Opportunistic networks are Human in nature
= Devices carried by people, thus ‘do what users do’
= Pocket Switched Networks

= Exploit short range radio in proximity range
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Content Centric Haggle

Emergence of User Generated Content already in
the static Internet

Dynamic Mobile networks will be a multiplier for this
= user generating and sharing content anywhere anytime

Driven by contents
= key issues: efficient content management & dissemination

Shift from plain forwarding of messages to
intelligent dissemination of content

= Content-Centric Networking
= Use of Social Network Structure




Content Centric Haggle

= Different aspect of DTN from DTN-IRTF effort

= Data is not bound to a specific host

= Each node maintains a data store: its current
view of global namespace

= Publish/subscribe:
an event-driven
asynchronous Unified Metadata Namespace
operation

= Networked
distributed DB

Search

Haggle System Architecture

» Each node is responsible for storing,
indexing, searching, and delivering data
= Open Source at Google
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Content Centric Haggle

Build graphs of interests through
encounters and disseminate accordingly

Resolution — Search aspect of Haggle

= Find target nodes in relation graph matching a data
object, or vice versa

= Data objects (and nodes) are ranked

Interest forwarding
= Give data object to neighbor with matching interests

Delegate forwarding

= Delegate data object to neighbour with higher
forwarding metric but no interest in the data object

Interest Forwarding

Data
disseminated
among
interest group
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Delegate Forwarding

delegate

o
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Store-Carry-Forward Paradigm

opportunistic
routing/forwarding

without
infrastructure

context context fixed
oblivious aware infrastructure

Investigated by Haggle

mobile
infrastructure
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Use of Social Structure

= Optimisation of Epidemic Forwarding

= Epidemic forwarding - highly robust against disconnection,
mobility, and node failures; simple and decentralised

= Control Flooding is necessary (e.g. Location, Count-base,
Timer, History)

= Exploit contextual information

= Use of Social Structure (e.g. Topology)
= Social hubs (e.g. celebrities and postman) as

betweenness centrality and combining community
structure for improved routing efficiency
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Empirical Approach

= Robust data collection from real world

» Post-facto analysis and modelling yield
insight into human interactions

» Data is useful from building
communication protocol to understanding
disease spread

[ Modelling Contact Networks: Empirical Approach ]
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= Sensors
= Bluetooth Intel iMote
= 802.15.4 + (magnet, gyroscope

= RFID Tags
= UHF Tag Alien ALN-9640 - "Squiggle®" Inlay

= Mobile Phones
= Virtual Disease Application Android Nexus One
= FluPhone Application Nokia 6730
= AroundYou Application Nokia 5200
= GPS, Google latitude

= GPS Logger (?
= Online Social Networks

= Foursquare: Checkin any location
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Proximity Detection by Bluetooth

Only —=15% of devices Bluetooth on
Scanning Interval

= 2 mins iMote (one week battery life)

= 5 mins phone (one day battery life)

= or continuous scanning by station nodes

Bluetooth inquiry (e.g. 5.12 seconds) gives >90%
chance of finding device

Complex discovery protocol
= Two modes: discovery and being discovered

5~10m discover range
Advantage: most phones have Bluetooth

Data Collection by Bluetooth
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Human Connectivity Traces

= Capture potential human interactions

= _.thus far not too large scale — challenge to obtain
info from general public

= CRAWDAD database at Dartmouth University

N

Experimental data set miT|ucsp|/ cam| INFCO|  BATH

Device Phone| PD iMote iMote pPC

Network type Bluetooth| Wilfi|Bluetooth|Bluetooth luetooth

Duration (days) 246 7 11 3 5.5

Granularity (seconds) 300 60 120 120(Zontinuous

Number of Experimental Devices 97 274 \ 36 7)’ 7431
Cambridge Projects 17

Analyse Network Structure and Model

= Network structure of social systems to
model dynamics

» Parameterise with interaction patterns,
modularity, and details of time-dependent
activity
= Weighted networks

Modularity/Community
Centrality

Network measurement metrics
Patterns of interactions
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Regularity of Network Activity
= Size of largest connected nodes shows network
dynamics
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Simple Flood (3 Stages)

= First Rapid Increase: Propagation within Cluster
= Second Slow Climbing
= Reach Upper Limit of Infection
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Three Stages of Epidemic Dynamics

» First Rapid Increase: Propagation within
Cluster

= Second Slow Climbing
= Reach Upper Limit of Infection
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Inter-Contact Time (ICT)

= Calculated all possible inter-contact times
between any two nodes, where ICT is defined
as the time between the end of contact
between two nodes and the start of next
contact between the same two nodes

Contact ® O 0000
® 7 000000
1 < >
0

time
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ICT: Random and Scale-free

= Sufficiently short time scales (<12 hours): ICT dist is
approximated by power law

INFOCOM2006 12 h ) 12 h

10*

10* 10
inter—contact time (s) inter—contact time (s)
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ICT: Periodic

= Environmental, biological, and social constraints may
have rhythms that encourage repeated encounters
such as the daily to-ing and fro-ing between work
and home. This gives ICT separated by 24 hours
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= Example of unconstrained Levy flight,
stability index=1.6
(red circle at lower right denotes start)
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Simulation without Periodicity

= Assuming simply a truncated Lévy flight (red)
only roughly describes the actual INFOCOM
2006 distribution (blue)

I
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Simulation with Periodicity

= Omitting those contact times outside the
working day gives a much better fit, showing
the importance of this circadian rhythm

Probabilty

.
10* 10°
inter-contact time (s)
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Community and Centrality
Community (using Contact Duration and Frequency)

Betweenness Centrality: Control over information
flowing between others
= High betweenness node is important as a relay node

= Large number of unlimited flooding, number of times on
shortest delay deliveries > Analogue to Freeman centrality

28
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Betweenness Centrality

* Frequency of a node that falls on the
shortest path between two other nodes

= High ranking nodes —= Popular nodes
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Edge Weight-2 Community Detection

I. High Contact N° - Long Duration: Community

I1. High Contact N° - Short Duration: Familiar Stranger
I1l.Low Contact N° - Short Duration: Stranger

IV. Low Contact N° - Long Duration: Friend
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Classification of Node Pairs

= Stationary Device — High visibility but no friends
= Mobile Device — No familiar stranger

Mobile Phone Node Station Node
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Uncovering Community

= Contact trace in form of weighted (multi) graphs
= Contact Frequency and Duration
= Use community detection algorithms from complex
network studies
= K-clique [Palla04], Weighted network analysis
[NewmanO05], Betweenness [Newman04], Modularity
[NewmanO06], Fiedler Clustering etc.
Fiedler Clustering

Cambridge Trace

rﬁ
M|

3uRsIg

K-CLIQUE (K=5)
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Social Structure for Communication

= Use of social hubs (e.g. celebrities and postman) as
betweenness centrality and combining community
structure for improved routing efficiency

* LABEL Community based
= RANK Centrality based

= BUBBLE RAP lobal Community

33

Socio-Aware Overlay

= Overlay over Communities for multipoint
communication
= Closeness Centrality Nodes Creates Overlay

Publisher Subscriber
/ .

Broker y
Network

D Broker

(Centrality Nodes)

\‘\ ,1 ~ ’/
Y, Col ity 3
34

Community 2
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BUBBLE : Performance

= Delivery ratio of RANK is approaching that of
MCP but with less than half of the cost

= MCP: Multiple copies sent within time-to-live hop
count (4-copy-4-hop is used)
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Goals: SOCIALNETS Project

» “To understand and facilitate agile, adaptive and
trusted social networks based on opportunistic
wireless interactions in transient environments”

» “To exploit social networks in massively
technology-rich environments for information and
knowledge provision that is adaptive to situation”

= Understanding social networks
= Not really building social network apps

= But how to maintain social networks requires
understanding properties of social networks

(GraphDB)
= Opinion dynamics - rumour propagation
= Content placement, prediction of content access 3
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Three Focused Topics

» Trust and Reciprocity
= Strength of ties and Altruism

= Human assessment of trustworthiness for exchange:
assessment of facial expression

= Structure, Constraints and Online Social
Networks

= Online social media and network size: maintaining our
social networks

= Dynamics of social networks: changes to structure
due to external factors

» Social Network Evolution and Dynamics

= Variation in personal network size, personality and
information transmission

= Dissemination processes: Interaction verses Rumour
spreading

37

Circles of Friendship

fatehsity

- 150 layer =
those you knpw

as persons

- Beyond 150, we kno
people only as
categories, inter
defined by rules
personal knowledge

19



Altruism

= Willingness to do things which benefit other people,
even if it results in disadvantage for yourself

= Study the impact of user altruism on forwarding
= not dealing with cooperation enforcement
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Trustworthiness vs Power:
Bargaining Games

In summary, the prediction that high-trust, low-formidability faces would be given more in
exchange situations, but have maore taken from them in bargaining situations - and that

reverse would be true of low-frust, high-forr ity faces — was supp

= 85 participants
played 3 bargaining
games against 4 RIE
players represented ‘

by emoticons !
= Trust game |
= Taking/allowing 1 o B P ———

game

Expect Giving

. Take More From
= Emoticons represent

Hi-Trust/Low-Power
vs LowTrust/HiPower ‘

HiT/LoPow LoT/HiPow




Safebook

: || Matryoshka
. Trusted + Data storage
ID System « Cooperation

«ID Management

Communication
with privacy

Peer-to-peer substrate
«Lookup

@:@

Bazztraq: Geographical Content Spread

» Infer Geographical Content Spread
= Different scale (geographically/temporarily)
= Social Cascade

The new users were friends
of previous users. Soelal
cascade prediction counts
thew with the previous
user’s visit and predicts the

new reglons that gain or
lose accesses

Next, how to implement SCP

21



Popularity of User Generated Content

= UGC Access Pattern: Heavy-Tail
= Small portion of popular content
= Rare access to tail content — dynamic nature

The least popular 90% of videos
= = 40% of accesses (Yu'06)
= = 20% of accesses (Cha’07)

Nawber of requls

| UL £

<= Mmore gener.’c. mote *:Pec.KFic—h-

= Users need to become aware of new rare objects
= A delivery infrastructure is needed

43

Content Awareness and Delivery Method

= Popular content: by Web advertisement, Broadcast
= Heavy-tail content: by Word-of-mouth:

via social cascade (Cha2006)

= Online social networks
= Email

= Face-to-face: phone-to-phone

Awareness Audience Delivery
Method
Popular Web Ad, Global, CDN
Content YouTube Large
Heavy-tail Social Friends, Selective
Content Cascade Global by Replica
effort Placement a4

22



Bazztraq: Geographical Content Spread

» Infer Geographical Content Spread
= Different scale (geographically/temporarily)
= Social Cascade

The new users were friends
of previous users. Soclal
ecascade prediction counts

thew with the previous
user’s visit and predicts the
new reglons that galn or
lose accesses

Next, how to implement SCP

Rumour Spreading between Communities

= How does a
community opinion
influence other
communities?

INTER,;COUPLING

= How long does it take
to propagate
information from one
community to the

others?
INDVIDUAL

= Use of Ising Model
INTRA-COUPLING

46
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= With real world data > Strong Beliefs and Propaganda

EU FP7 RECOGNITION

= Cognition for self-awareness in a
content-centric Networks
= Using psychological and cognitive sciences
= Participatory generation of content
= Prosumers, diversity, expanding edges
= Long tail, swamping, scale!

= Content in the environment
= Linkage of the physical and virtual worlds
= Embedding content and knowledge

= Acquiring knowledge through social
mechanisms

= Blogging, social networking, recommendation,
RSS feeds...

= How content reaches users will
continue to change

48
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Human Awareness Behaviours

= Capture & exploit key behaviours of
the most intelligent living species

= Human capability is phenomenal in
navigating complex & diverse
stimuli

= Filter & suppress information in
“noisy” situations with ambient
stimuli

= Extract knowledge in presence of
uncertainty

= Exercise rapid value judgment for
prioritization

= Engage a social context and multi-
scale learning

49

Human Awareness Behaviours

Cognitive psychological basis
For awareness and
understanding

Defining key principles for
exploitation by technology
components

Embedding these principles for
self-awareness in autonomic
content acquisition in pervasive

environments

Potential change in behaviour
due to self-awareness in ICT




Autonomic Content Management

= Through Recognition “Nodes”, content

becomes as self-aware as devices

= Self-organisation and responsiveness to
optimise use of resources

* Geo-Informatics: space, place, time...

= Content placement & retrieval based on
situation and location

relevance from:
= Social context
= Location & environment

= Trust & security management

= Uncertainty & belief

Storage and forwarding decisions based on

Psychology aspects

Relevance Theory
= psychological principles for model of communication

Heuristics
= Human characteristics for agents

Recognition algorithm
= Decision making under bounded rationality

Cognitive Processes/Behaviours

= Memory, Storage, Retrieval
= Trust, belief ....
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FluPhone Project

* Understanding behavioural responses to infectious
disease outbreaks

* Proximity data collection using mobile phone from
general public in Cambridge

https://www.fluphone.org

1 UNIVERSITY OF -
F'“*Phone ® CAMBRIDGE @ LIVIRPOO! @

Ermail: [ Password: | Login
ationjHelp|Contact ue] argotten your password?)

FluPhone Study

This is the home page for the FluPhone study. A study to measure social encounters made between people, using
their mobile phones, to better understand how infectious diseases, like flu, can spread between people.

This study will record how often different people (who may not know each other) come close to one another, as
part of their everyday lives. To do this, we will ask volunteers to install a small piece of software (called FluPhone) News:
on their mabile phones and ta carry their phanes with them during their narmal day-to-day activities. The software

will loak for ather nearby phones pericdically using Blustaath, recard this information and send it back ta the +The pilot study within the

research team via the cellular phnne data service. This information will gwe us a much better understanmng of how university will start on the Aer

often people congregate into small groups or crowds, such as when commuting o through work or leisure 1st, 2010

activities. Also, by knowing which phones come close ta one anather, we will be able to work out how far apan +The webpage is up!

penple aclually are, and how fast diseases could spreaﬂwwthm communities. We are also askmg panicipants to 53
inform us of any infl like symptoms they may during the study period, so that we can maich the

FluPhone: Main Screen

T *= Scan
i 0‘5%@ , Bluetooth

FluPhone 5 devices every
\ 2 minutes

FI U* Phone ‘ (today’s

experiment)

{if you don't feel well please select the

"Report" option. and tell us your

symptoms.
|

[Your Bluetooth encounters:

91 today
12 yvesterday

www_fluphone.org

{Leave this app running to collect data for
I
I

Hide Menu 54
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-
FluPhone: Report Symptom

° Qsun @ ©

of €2 L2 Q2

YA SR

w7 sy @

€2

OK Menu 55
>

FluPhone: Report Time - Feedback

MiDlet View Help
—
@ @ Sun
i
fwhen did your fever start?
Today (2010-4-13)
Yesterday (2010-4-12)
2010-4-11
2010-4-10
2010-4-9
eK Menui
s - [}

MDlet View Help

L..n 0 PO S
You have respiratory symptoms suggesting
an influenza-like iliness.

Howewver, this is not a diagnosis.

[Thank you for your help! Your information
hill help analysing flu-like ilinesses inyour
region.

lox Menu)

o  ewmn_ _©
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FluPhone Server — Data Collection

= Via GPRS/3G FluPhone server collects data
= Collection cycle: —real-time, day, or week?
= Collection methods:

= Online 3G

= Uploading via Web

X
g

SQL Server

57

FluPhone MyPage

= FluPhone participants can login to personal
page to see your activity

B UNIVERSITY OF s A .
F'“$Phone CAMBRIDGE @ LIVERPOOL @ . MRC | i
on|Heipfontact u Admin page|My Pageownioad|Upload datalLoa ou]

My page

Your activation cocle is 1094265525

Activity

B o o " [T
[ weeks ago._Submit Query: 0 months ago. _ Submit Query

58
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Virtual Disease: Nexus One

= Spread virtual disease via Bluetooth communication

» Today: 3 seed nodes with base and 1 with all diseases

Disease Name | Exposed Duration | Infectious Duration | Infection Probability
Base line 0 31536000000 1.0
SARS 86400000 5H 108000000 1H 0.8
Flu 172800000 1H 216000000 2H 0.4
Cold 259200000 2H 32000000 3H 0.2
M €)Bluetooth
Bluetooth’ €3 Bluetooth
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Simulation of Disease — SEIR Model

= Four states on each node:
SUSCEPTIBLE>EXPOSED- INFECTED->RECOVERD

= Paramete

rs

= p: exposure probability
= a: exposed time (incubation period)
= t: infected time

= Diseases

= (D1 (SARS): p=0.8, a=24H, t=30H
= | D2 (FLU): p=0.4, a=48H, t=60H
= | D3 (COLD): p=0.2, a=72H, t=120H

= Seed nodes
= Random selection of 20% of nodes (=7) among 36 nodes

60
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SARS Simulation

= Exposure probability = 0.8
= Exposed time = 24H (average)
* Infected time =30H (average)

0 50 100 150 200 250
Time (Hrs)
Day 1 Day 11
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Time to Exposure vs #of Meetings

» Distribution of time to infection (black line) is
strongly influenced by the time dependent
adjacency matrices of meetings

»= Goal is capture super spreader

frequency

o
8
7
6
51
4
3
2
1
o

Day P s

100 150
time to exposed 62

31



Joint Diagonalisation

= Build average interaction graph by combining
many of spanning tree based samples of a
network

= Use of Joint Diagonalisation

= Distribution of deviation from average graph is
multi-modal =2 different behaviour of network

= Change of mode corresponds
with transition to ﬁ
infectious state

2222832
§5858¢2
22882
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Build New Proximity Detection Device

= Combination of Bluetooth and Audio ...plus?
= Bluetooth: range 5-10m
= Audio to analyse interaction
= 802.15.4 + (magnet, gyroscope)

» Extending RFID Tags
= Add memory +CPU on active RFID tag
= NFC Nexus S

* Integrating sensing unit to Mobile Phones

= GPS Logger ?
= iPhone how?

= Online Social Networks ?

= Foursquare: Checkin any location
64
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How do we validate model in testbed or...?

= Programmable Nodes
= Mobile phones
= Agent based

= Simulator
= Integrate characteristics of dynamic networks
= Scale — minimum 500 nodes

65

What next?

= How to program distributed parallel computing

in dynamic mobile networks?
= Share similar issues with data flow programming in
data centre

= D3N (Data Driven Declarative Networking)
= Primitive functions associated with core D3N calculus
syntax are part of the runtime system
= Programming language for task description
= Supports functional programming
= Data-dependent control flow

66
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