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Foreword
A few years back, people thought of Space Internetworking as a decorative approach to space missions. Space Internetworking, however, constitutes a vital
solution for future communications – the term reflects the mutual technological
influence of Space into Internet and Internet into Space.
Given the amount of smart mobile devices currently available worldwide, along
with the possibility of small satellites to offer internet services in the future, space
can enable the widest capability to interconnect people and devices in human
history. And, in a sense, this can happen based on context, location, or other criteria adjusted to social or business policies.
But, the ability to apply the power of Internet technology in support of space flight
operations – in Earth orbit, at the Moon, and even in deep space – is now at hand
as well. The design of more complex and productive joint space flight missions in
the future is made possible through resource sharing, dynamic routing and network interoperability – that is, internet technologies are gradually incorporated
into space as well.
By and large, an infrastructure for universal interconnection among humans and
their artefacts is emerging. That infrastructure will unify internetworking and space
flight technologies. A wide variety of innovations and applications will benefit from
space internetworking: (i) space missions can reach deep space because resource sharing among different agencies enables more paths towards the destination - and far destinations will be reached (ii) space data will not be wasted, but
instead it will be exploited and disseminated to interested users – this is not happening efficiently today, (iii) social policies will be deployed – space can support
global, low-cost or free access to Internet and therefore, space can support
global access to knowledge.

Having realised the research potential of Space Internetworking early on, we decided to highlight its benefits, detail a research plan and seek European support
for the first European Space Internetworking Center: SPICE.
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Introduction
Space Internetworking Center (SPICE) was founded in Xanthi, Greece, on
September 1st 2010. Its establishment and operation was funded by the
European FP-7 Capacities "Research Potential" program. Scientific and Project
coordinator is Vassilis Tsaoussidis, Director of Internetworked Systems Lab and
Professor at the Department of Electrical and Computer Engineering of the
Democritus University of Thrace.

Goals
The main research goals of Space Internetworking Center are:
1.

The design of space protocols that can dynamically adapt to topology
changes and communications anomalies, achieving high-rate of data
transmission, even in deep-space missions.

2.

The interoperability between different communication protocols, e.g. protocols used by ESA and NASA.

3.

The dynamic and optimised dissemination of space data to interested institutes and organisations.

4.

The utilisation of space communications for terrestrial applications, e.g.
emergency situations.

5.

The unification of space and terrestrial internetworking communications.

6.

The deployment of delay tolerant networking for the benefit of terrestrial
applications such as energy-saving architectures, social networking, etc.

Results
Through SPICE project, Space Internetworking Center has become a center of
excellence in the region of Thrace, the first of its kind in Europe. SPICE project is
based on four major pillars: exchange of know-how, upgrade of the existing facilities and the DTN testbed, research outcomes and knowledge dissemination.
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Exchange of know-how
Since its establishment, SPICE has recruited top qualified researchers in the field
of space internetworking and peripheral areas both as personnel and visiting
researchers. Moreover, SPICE researchers had the opportunity to visit and work
at cooperating organisations and universities such as ESA, NASA and the
University of Cambridge. In particular, we have been cooperating with the
European Space Agency on identifying ways to extend Internet into Space, we
develop frameworks for space communications together with NASA and we are
working with the University of Cambridge on providing Global Internet Access to
all. Lectures from well-known scientists were also organised regularly at the
premises of SPICE.

Facilities and state-of-the-art DTN testbed
SPICE facilities have been updated and are now separated into two buildings; a
large space of 200 square meters in a newly-built building in DUTH campus and
a space of 100 square meters in the building where all laboratories of the department of Electrical and Computer Engineering of DUTH are located in the city
center of Xanthi. The former space is divided into four offices, a meeting room
and a presentation room, in order to fully support the needs of the Space Internetworking Center. The latter space is divided into three rooms; that is a laboratory, a dedicated room for the DTN testbed and an office reserved for visiting researchers.
SPICE DTN testbed has been enhanced with more components and specialised
software and hardware and has become a prototype DTN testbed able to accurately emulate space communications. The upgraded DTN testbed is now used
both for the evaluation of novel space internetworking protocols and mechanisms
and the participation of SPICE in joint research efforts on DTN with top universities and research institutes worldwide.

Research achievements
Several protocols and mechanisms have been developed using the upgraded
SPICE DTN testbed. DTPC protocol extends DTN architecture in order to provide
services similar to those offered by the transport protocols of the Internet, like
TCP, Bundle Streaming Service allows for a smoother near real-time viewing
experience of streaming data, originating from Space, and Bundle Delivery Time

#2

Estimation tool enhances Contact Graph Routing functionality with the calculation
of queueing delays in forwarding decisions. Part of our software has also been
incorporated in the latest DTN implementations that are being standardised by
the Consultative Committee for Space Data Systems.

Knowledge dissemination
In order to spread and disseminate the acquired knowledge, SPICE has
coordinated several activities during the past years. Research results have been
published in top conferences and scientific journals, SPICE achievements have
been presented to collaborating universities and institutes and workshops on
delay-tolerant networking have been organised. Moreover, SPICE website is
constantly updated and SPICE achievements are summarised in the tri-annual
SPICE Update newsletter.
All SPICE achievements and events are disseminated by the constantly updated
SPICE website: http://www.spice-center.org

#
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Exchange of know-how

#

SPICE personnel

#

#

Prof. Vassilis Tsaoussidis Prof. Ioannis Athanasiadis
#

Professor, SPICE Director

Prof. Vassilis Katos

#

Steering Committee Member

#

#

#

Steering Committee Member

#

Prof. Pavlos Efraimidis

Prof. Alexandros Karakos

Prof. Avi Arampatzis

Steering Committee Member Steering Committee Member Steering Committee Member
#
#
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#

#

#

Ioannis Komnios

#

Agapi Papakonstantinou Dr Giorgos Papastergiou

WP co-leader and Senior Researcher Chief Administrative Assistant
#
#
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Senior Researcher

#

#

#

Sotiris Diamantopoulos
Senior Researcher

#

Nikolaos Bezirgiannidis
Senior Researcher
#

#

Sotirios-Angelos Lenas
Senior Researcher
#

#

#

Fani Tsapeli
Researcher

#

Dr Diego Borsetti
Senior Researcher
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Dr Roman Dunaytsev
Senior Researcher
#
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Ioannis Alexiadis
Technical Assistant
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Technical Assistant
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Dr Lefteris Mamatas
Senior Researcher

Dr Eli Katsiri
Senior Researcher
#
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Dr Christos Samaras
Senior Researcher
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Dimitrios Vardalis
Researcher
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Maria Tsioumani
Researcher
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Researcher
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Researcher

#

Eirini Kalogeiton
Researcher

#

#

#

#

Kiki Kelektsoglou
Administrative Assistant
#

Vassia Matiaki
Business Consultant
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#

Dimitrios Mastoras
Researcher

Research visits to other institutes
Six long research visits to collaborating institutes were organised by SPICE during
the last years in an effort to enhance our collaborations and our research
potential. In particular, one researcher visited NASA’s Jet Propulsion Laboratory,
two researchers visited ESA’s European Space Operation Center, and three
researchers visited AALTO University, IMDEA Networks and University of
Cambridge, respectively.

Jet Propulsion Laboratory (JPL), NASA, Pasadena, California, US
The general objective of the visit was to investigate problems in Delay-Tolerant
Networking (DTN), such as bandwidth sharing between real-time and deferred
data flows. This investigation was carried out over the duration of ten weeks,
covering a vast spectrum of theoretical and development issues. The end result
of Mr. Lenas’s visit was the development of Bundle Streaming Service (BSS), a
framework, specifically designed for DTNs, that supports the delivery of streaming
media via DTN bundles.

European Space Agency (ESA/ESOC), Darmstadt, Germany
Having established the first European Center on Space Internetworking the
alignment of our research agenda with the plans of the European Commission
and the European Space Agency on future space communications is of utmost
important. Strong collaboration with ESA is essential for the viability of Space Internetworking Center. Due to the broad spectrum of research interests on space
internetworking within SPICE group, it was decided that two researchers would
visit ESA and follow different research agendas.
The general objective of Mr. Diamantopoulos’ visit was to analyse and evaluate
the performance of CFDP for EUCLID, a scheduled joint ESA-NASA mission.
Even though ESA plans to use CFDP protocol on EUCLID mission, ESA researchers do not have any experience on CFDP. In this context, the performed
analysis was of great importance to mission designers, in order to estimate
parameters, such as the minimum pass time and the set-up of CFDP protocol.
Indeed, this 12-week long partnership resulted in numerous useful suggestions
regarding the set-up of the EUCLID telemetry system.
The research agenda of Mr. Bezirgiannidis, on the other hand, involved the
METERON project. METERON (Multipurpose End-To-End Robotic Operations
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Network) is one of the most well known active DTN projects with strong funding
and a consortium that includes ESA/ESOC, NASA, ROSKOSMOS, ESOC, Vega
Telespazio, CU-Boulder and BUSOC. ESOC is responsible for the development of
the applications and services for the METERON project, however the research
team working on METERON was lacking a person with expertise and working
experience on DTN.

AALTO University, Helsinki, Finland
SPICE staff member Ioannis Komnios was a visiting researcher at COMNET laboratory of School of Electrical Engineering, AALTO University, Espoo, Finland for
21⁄2 months. The scope of the visit was twofold:
1.

to establish a common research agenda on DTN routing between SPICE
and AALTO that will lead to cooperation and joint publications and

2.

to define a research concept that targets the utilisation of DTN technology
as an overlay network to different technologies in an effort to interconnect
different types of objects.

During the visit, Mr Komnios worked closely both with Prof. Jörg Ott on DTN research topics and Dr Jose Costa-Requena on the definition of a research concept on Enhanced Networking of In-situ Components.

IMDEA Networks, Madrid, Spain
SPICE staff member Fani Tsapeli visited the IMDEA Networks Research Institute,
located in Madrid, Spain, for two months. The purpose of the visit was to
establish collaboration between SPICE and IMDEA research institute on research
issues related to potential applications of DTN in terrestrial environments. In
particular, during this visit Ms. Tsapeli worked closely both with senior researcher
Dr Sergey Gorinsky and with staff researcher Dr Pierre Francois, on the research
topic of offloading cellular networks through delay tolerant networks.

University of Cambridge, Cambridge, UK
The general objective of Prof. Tsaoussidis’ visit at the Computer Laboratory of
University of Cambridge, UK, was to investigate common grounds of
collaboration between SPICE and Computer Lab, especially in the fields of LessEffort Service internetworking, internetworking with DTN and the integration of
satellite and terrestrial communications. The issue of potential applications of
DTN to energy-efficient networking and Green Internet was investigated as well.
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Distinguished Speaker Series
An important asset to exchange knowledge and promote research is the
organisation of regular lectures and presentations from external researchers.
SPICE has organised a regular “Distinguished Speaker Series” at the premises of
SPICE. Below, we provide a few indicative presentations that were organised.
The complete list of presentations can be found in:
http://www.spice-center.org/distinguished-speaker-series/
A regular colloquium among SPICE researchers, also open to all interested
parties, was organised regularly. The complete list of presentations can be found
in: http://www.spice-center.org/colloquia/

!

"DTN LEO Satellite Communications through Ground Stations and GEO
Relays: CGR eﬀectiveness and limits."
Prof. Carlo Caini,
Associate Professor of Telecommunications in the Department of Electrical, Electronic and Information Engineering, University of Bologna, Italy
Abstract:
LEO satellites are characterized by intermittent connectivity with their ground stations. Contacts are short and separated by long intervals, which with urgent data
can become a critical factor. To solve this problem, the use of GEO satellites as
relay has recently been suggested. This solution is appealing, but has some limits, especially with polar orbits, as the link between the LEO satellite and the GEO
relay is affected by long disruptions over polar regions. In the talk, we will show
that GEO relays are complementary rather than alternative to ground stations,
and that the enabling technology for their combined use is DTN (Delay-/Disruption- Tolerant Networking) architecture and CGR (Contact Graph Routing). The
experiments carried out to prove that have highlighted the real effectiveness, but
also some limits of the present version of CGR. These results will be thoroughly
analyzed during the talk, with the aim of stimulating a dialogue with the audience
about possible CGR enhancements and cooperative research.

!
#10

"Bridging Scales and Paradigms in Natural System Modelling: an introduction to semantic meta-modelling"
Prof. Ferdinando Villa,
Basque Center for Climate Change, Bilbao, Spain
Abstract:
The greatly increasing amount of data available for scientific investigation is challenging our ability to understand, synthesize and describe the semantics of what
these artifacts observe. In recent years, activities such as the Semantic Web have
created a renewed interest for evolving unstructured “metadata” into more formal
and accurate description of the datasets used in natural sciences and management. Conceptualizations (ontologies) that can help formalizing scientific observations and the ways the observed parts of a system relate to each other have multiplied as their role becomes more important. Such products allow basic integration of independently collected information and provide a branching point for further specification with domain-specific ontologies, enabling semantic validation of
the information collected, transferred and created along data paths.
In this address I will take a step towards a higher-level generalization and present
a new modeling language aimed to enable multiple-scale, multiple-paradigm, and
modular description of systems. The language is based on a formal definition of
what scientific observations are, and presents "models" as strategies to observe
abstract concepts and produce data that describe them, harmonizing potentially
different views of time and space. This formalism, called semantic meta-modeling, offers a uniform and cohesive approach that encompasses data management, storage, querying and many aspects of traditional modeling.

!

"Development of a database of intensively monitored groundwater systems in Australia"
Dr Barry Croke,
Australian National University, Canberra
Abstract:
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Two key components of database construction is providing access to the data,
and quality assurance of the data going into the database. As part of an Australian Government funded project, the Australian National University is developing a database of information that will be collected at 5 sites. Access to the database will be provided through a web portal, using the Spatial Information Services
Stack developed by AuScope, and applied across multiple Australian Government agencies and research organisations. The SISS is a complete integrated
suite of open source software tools that support spatial data interoperability using
OGC/ISO standards. Data imported into the database will be passed through a
quality assurance process in order to detect errors. The goal is for this process to
be mostly automated, using tools that will improve in performance as more data
is processed. The initial funding for the project will run for 3 years, though the
database will be maintained for at least an additional 5 years.

!

"From space exploration to monitoring, forecasting and control: the case
of energetic charged particles"
Ioannis A. Daglis,
Director, Institute for Space Applications & Remote Sensing, Editor for Magnetosphere and Space Plasma Physics, _Annales Geophysicae_, Athens, Greece
Abstract:
Energetic charged particles were discovered in Geospace – the near-Earth space
– right from the beginning of the space era, by both Sputnik-2 and 1958 Alpha
(aka Explorer I). Over five decades of space exploration, we have managed to
chart the not-at-all-void space around our planet, to understand the complex
electromagnetic phenomena induced by the closest and quite variable star – the
Sun – and to make the first attempts to forecast space weather. Today we even
aspire to control space weather, in order to protect our space technology assets
from detrimental effects of severe space weather or from man-made hazards. I
will present an overview of Geospace exploration and understanding, with an
emphasis on electromagnetic phenomena that involve charged energetic particles, current efforts to monitor and forecast the dynamic Geospace environment
and prospects of controlling it. The role of efficient space data dissemination systems (aka space-data routing) will also be addressed.
#12

"Modeling and Evaluation of CCN-caching Trees"
Ioannis Psaras,
Networks and Services Research Lab, UCL, UK
Abstract:
Networking Named Content (NNC) was recently proposed as a new networking
paradigm to realise Content Centric Networks (CCNs). The new paradigm
changes much about the current Internet, from security and content naming and
resolution, to caching at routers, and new flow models. In this paper, we study
the caching part of the proposed networking paradigm in isolation from the rest
of the suggested features. In CCNs, every router caches packets of content and
reuses those that are still in the cache, when subsequently requested. In this talk,
we model and evaluate this caching feature of CCNs. Our modeling proceeds
both analytically and by simulation. Initially, we develop a mathematical model for
a single router, based on continuous time Markov-chains, which assesses the
proportion of time a given piece of content is cached. This model is extended to
multiple routers with some simple approximations. The mathematical model is
complemented by simulations which look at the caching dynamics, at the packetlevel, in isolation from the rest of the flow. Our findings indicate that, as expected,
there is a clear network-wide performance gain for popular content, but this gain:
i) goes down to almost zero for unpopular content, which is, however, the case
most of the times, ii) depends heavily on the size of the router-cache and iii) is different between edge/leaf and core Internet routers.

!

“Resource allocation in mobile networks"
Desislava C. Dimitrova,
University of Twente, Netherlands
Abstract:
The main purpose of mobile networks is to enable customers that are located at
arbitrary geographical locations to communicate with each other without the
need of a physical connection. A key element of providing wireless connectivity is
the management of the radio spectrum to be shared by the mobile users. The
challenge in the spectrum management is to find a trade-off between efficiently
#13

using the network and at the same time providing the quality of service (QoS) requested by the users. Scheduling is the resource management mechanisms responsible for the distribution of the available radio resource over the users that
have requested service. This presentation discusses three main topics uplink
scheduling schemes in mobile networks (UMTS/EUL and LTE) and the possibilities to adopt relaying as a technique to boost performance. At each discussion
point special attention is given to the impact of flow-level dynamics, i.e. the random user behaviour regarding the initiation and completion of data flow transfers.
In order to capture the effects of flow dynamics a novel hybrid analysis approach
is used. The approach is a combination of analytical methods and simulation.
Several numerical results will be discussed in terms of mean flow transfer times
and throughputs.

!

“Virtual network provisioning and fault-management across multiple domains"
Panagiotis Papadimitriou
Asst. Professor, Dept. of Electrical Engineering and Computer Science, University
of Hannover, Germany
Abstract:
The tussle between reliability and functionality of the Internet is firmly biased on
the side of reliability. New enabling technologies fail to achieve traction across the
majority of ISPs. We believe that the greatest challenge is not in finding solutions
and improvements to the Internet's many problems, but in how to actually deploy
those solutions and re-balance the tussle between reliability and functionality.
Network virtualization provides a promising approach to enable the co-existence
of innovation and reliability. To this end, we leverage virtualization to provision virtual networks customized to the requirements of a particular network service.
Once allocated, virtual networks will be subject to dynamic variations due to
changes in services demands, traffic loads, physical resources and infrastructures, and subject to mobility-induced variations. We propose adaptive provisioning to maintain virtual network topologies, comply with established contracts, expand initial allocations on demand, release resources no longer useful, optimize
resource utilisation and respond to anomalies, faults and evolving demands.

!
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Facilities and
SPICE DTN Testbed
SPICE Facilities
SPICE facilities are separated into two buildings; a large space of 200 square meters in a newly built building in DUTH campus and a space of 100 square meters
in the building where all laboratories of the department of Electrical and Computer
Engineering of DUTH are located in the city center of Xanthi. The former space is
divided into four offices, a meeting room and a presentation room, in order to fully
support the needs of the new Space Internetworking Center. The latter space is
divided into three rooms; that is a laboratory, a dedicated room for the DTN testbed and an office reserved for visiting researchers.

#
One of SPICE offices

!
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Space Internetworking Center has the capacity to occupy 30 permanent researchers, as well as visiting researchers in a dedicated office. SPICE meeting
room, having the capacity to host up to 15 people, can cover the needs of SPICE
in cases of Steering Committee meetings, External Advisory Board meetings,
teleconferences etc. Moreover, the presentation room has a capacity of 50 people and can be used for events, such as Distinguished Speaker Series and colloquia. Both rooms are equipped with the necessary equipment, such as projectors, and constitute suitable venues to host small-scale events (up to 50 participants), i.e. panel sessions and workshops. Wi-Fi Internet connection is available
in the premises of the center.

#

#

#

!
SPICE meeting room
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SPICE presentation room

#

#
SPICE laboratory
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SPICE DTN testbed
SPICE DTN testbed has been enhanced with more nodes and specialised
components that accurately emulate the functionality of typical ground stations,
space links and satellites. Our aim is to build an experimental research
environment for developing and evaluating a variety of new architectures and
protocols for space communications. In particular, SPICE testbed presents the
following key features:
i) Realistic emulation of space communications. Unlike the majority of existing
DTN testbeds, which focus on terrestrial delay-tolerant communications, SPICE
testbed provides a realistic experimental environment for satellite and space
communications, including real and flight-ready components. Indeed,
specialised hardware and software components have been incorporated into
the testbed, enabling the testing, evaluation and validation of implemented
mechanisms and protocols. Furthermore, a link with a geostationary satellite,
namely HellasSat 2, is utilised on demand, to provide real satellite link
characteristics for experimental purposes.
ii)Compliance with typical equipment of major space agencies. SPICE testbed
incorporates typical components used by space agencies for the evaluation of
protocols prior to mission launch. In particular, the Portable Satellite Simulator
(PSS) was built in compliance with ESA’s requirements, while CORTEX CRT is
used by all major space agencies in their ground station facilities to support
their missions. Finally, Satellite Tool Kit (STK) is employed by mission designers
as a tool to calculate not only exact satellite trajectories and contact durations,
but also detailed communication characteristics, and perform link-budget
analysis.
iii) Interface provision for multiple underlying protocols. SPICE testbed not only
supports a variety of convergence layers for underlying protocols that comply
with CCSDS standards and major space agencies, but also facilitates the
development of novel routing, transport, and management schemes. Taking
advantage of this functionality, SPICE researchers are able to validate such
schemes against standardised protocols and perform interoperability testing.
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iv) Scalability. SPICE testbed includes numerous nodes for the evaluation of
complex communication scenarios that involve several space assets and can
be further enhanced with virtual nodes installed on a high-performance server.
Therefore, complex scenarios involving constellations of satellites (e.g.,
cubesats) and several end-users can be realistically modelled. It should also be
mentioned that this scalability comes without adding any complexity, since the

!

testbed is easily configured and controlled through dedicated workstations.

The diagram and the overall architecture of SPICE DTN testbed are depicted in
the following figures.

#
SPICE testbed diagram
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#
SPICE DTN testbed architecture
In detail, SPICE DTN testbed has been enhanced through SPICE project with:
• 15 emulation nodes
The rack-mounted emulation nodes are powerful computational machines that
#20

can run several heavy-loaded experiments simultaneously. For this purpose,
they are stored in a separate air-conditioned room, along with the majority of
the testbed components.

#
SPICE DTN testbed
• 20 mobile DTN nodes
The mobile DTN nodes are used to emulate mobile nodes in the terrestrial DTN
experiments. They comprise of laptops that run Unix-based operating systems
and support the majority of available DTN implementations, as well as Maemo
and Android mobile phones for the evaluation and experimentation of the corresponding DTN implementations, such as DTN2 and IBR-DTN.

#21

NOKIA N900 and Samsung Galaxy S mobile devices
• Networking equipment (switches, firewall, router)
The acquired networking equipment was used to interconnect the various
components of the testbed, connect the testbed over the Internet and protect it
from external attacks.
• Space data storage devices
The space data storage devices are used to extend the storage capabilities of
the emulation nodes, in order to be used in future space data dissemination
scenarios, since the amount of data obtained from space assets is expected to
explode within the next few years.
• Satellite communication equipment
The satellite communication equipment, along with the satellite link, is used for
experiments that include a link over Hellas Sat satellite to interconnect the testbed nodes located in Xanthi with the testbed node located at the premises of
the Hellenic Aerospace Industry (HAI), near Athens. Prior to SPICE project, the
required equipment had been borrowed from HAI.
• ESA’s Portable Satellite Simulator
PSS has been integrated into the DTN testbed to represent the existing satellite links used by ESA. In particular, PSS supports telemetry protocol (TM) for
the downlink and telecommand protocol (TC) for the uplink. It should be noted
that ESA’s Portable Satellite Simulator is the most effective way to evaluate the
performance of a satellite protocol; once a protocol has been tested over PSS,
it can automatically be applied to a real satellite link between a ground station
and a satellite.
#22

#
ESA’s Portable Satellite Simulator
• CORTEX CRT system
CORTEX CRT-XL system allows a continuous improvement of the signal processing and the support of future standards through telemetry processing,
CCSDS telecommand processing etc.

#
CORTEX CRT system
• Satellite Tool Kit (STK)
STK is off-the-shelf mission modelling and analysis software for space, defense
and intelligence systems. The acquired license is for the Version 9.0 of STK
Communications, STK Basic Edition, STK Integration Module and STK Professional Edition. STK is used to model complex systems (satellites, ground facilities), along with their sensors and communications, in the context of the mission environment. Through integrated visualisation, STK brings a clear understanding of system behaviour and performance measured against mission objectives.
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#
STK screenshot
• Sensors
The purchased sensors are used in terrestrial DTN experiments, where environmental data are gathered from external sources in a delay-tolerant way
(through data ferrying approaches). Such data can be combined with data
coming from satellites, in order to provide new applications in several domains
such as Earth Observation.

#
DTN Sensor Data Carrier: A DTN mobile node that incorporates various
sensor communication interfaces
#24

Key research
achievements
Exploiting the new infrastructure, researchers of the Space Internetworking Center have developed several mechanisms and protocols for terrestrial and space
delay-tolerant networks. Several of these protocols have been already incorporated in the latest Interplanetary Overlay Network (ION-DTN) release, and other are
planned to be released in the following versions. Below we summarise our major
contributions.

Bundle Streaming Service (BSS)
After several years of systematic research in various aspects of Delay/Disruptive
Tolerant Networking (DTN) such as routing, transport protocols and convergence
layers, DTN technology has reached a higher level of maturity. The development
of a reliable set of working solutions and associated standards under the
auspices of the Consultative Committee for Space Data Systems (CCSDS) and
the Internet Research Task Force's DTN research group (DTNRG) has boosted
the applicability of DTN architectures, which now present themselves as
prominent solutions for global internetworking. Based on that progress, several
studies promote the benefits of DTN architectures and highly suggest their use in
disruptive environments through the Bundle protocol, which encodes most
functionalities that an overlay network requires.

!

Our work deals with a relevant topic that has not yet seen much progress,
despite its potential applicability: data streaming over DTNs. Data (and especially
live) streaming in delay/disruptive tolerant environments becomes a particularly
challenging task since the presence of high delays, frequent disruptions and
variable bandwidth acts inevitably against the basic application principles of data
streaming that call for mechanisms that guarantee smooth viewing experience of
end-users.

#25
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In this context, we propose the Bundle Streaming Service (BSS) as a practical
approach that addresses most of the networking challenges related to streaming
over DTNs. BSS is a framework that enables “streaming” data to be conveyed
via DTN “bundles” in a manner that supports in-order stream processing with
minimal latency while still ensuring reliable delivery of all data to enable ad-hoc
“playback” review of recently received information.

Potential examples of real-

time applications that could exploit the capabilities provided by this framework
are one-way voice, video or continuous telemetry streaming.

!

The key concept behind BSS is to employ in the forwarding process of each DTN
node both a best effort along with a reliable transfer protocol, in order to achieve
minimal latency but also ensure reliable delivery of the whole stream. An additional advantage of our approach is that it does not confine future deployments of
other sophisticated mechanisms on top of BSS, but instead, it grafts flexibility
that further enhances synergistic application mechanisms. BSS consists of two
basic components: a forwarder daemon and a library for building streaming-oriented applications. The figure below depicts the architecture of BSS.

#
BSS architecture
BSS framework was developed as an extra module in JPL's Interplanetary Overlay Network (ION) software distribution that implements the DTN architecture. Following implementation, we conducted a preliminary experimental evaluation
which aimed to establish the baseline performance characteristics of BSS over a
simple streaming session under various network conditions, including variable
propagation delays (PD) and high packet error rates (PER). The time needed for
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the complete reception of a stream consisting of 5000 frames was evaluated by
using two basic sets of transport protocols in combination with BSS in order to
evaluate its performance under terrestrial and Space environments.
The results obtained so far show that the suggested framework has the potential
to improve stream reception in both terrestrial and Space environments, since it
manages to reduce the total requested time of receiving 5000 frames by almost
80% in the worst case, when terrestrial protocols are in use while, in Space environments, where LTP “red” transmission is used in place of TCP, BSS achieves
better results in cases where the error rate of the channel is above 10%.

#
Completion Time for increasing Propagation Delays and PER using
(a) TCP and (b) LTP as convergence layer protocols

Delay Tolerant Payload Conditioning (DTPC) protocol
The DTN architecture and the accompanying Bundle Protocol (BP) specification
propose a means for data communication on potentially heterogeneous networks
characterised by high propagation delays, frequent link disruptions and disconnections. Examples of such networks include deep-space networks, sensorbased networks, terrestrial wireless networks that cannot ordinarily maintain endto-end connectivity, satellite networks with moderate delays and periodic connectivity, and underwater acoustic networks with moderate delays and frequent interruptions due to environmental factors.
Practically, BP constitutes a network layer responsible for source to destination
bundle delivery, possibly over heterogeneous networks, which resides directly
below applications. Thus, unlike the traditional terrestrial protocol stack model,
current DTN architecture does not include a transport layer for providing end-toend services. Such services are left to the application. For example, in recognition
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of the potentially disconnected nature of DTNs, where an end-to-end closed-loop
retransmission tactic is in most cases inefficient, retransmission of lost or corrupted data in the DTN architecture is performed only on a hop-by-hop basis, by the
BP optional custody transfer mechanism, or convergence layer protocols. As a
result, applications requiring typical end-to-end reliability must implement their
own end-to-end message reliability mechanisms.
Even in these challenged environments where an end-to-end path may never exist, it is both possible and desirable to provide end-to-end transport services. In
that context, the Delay Tolerant Payload Conditioning (DTPC) protocol was introduced. DTPC is a novel protocol that extends DTN architecture in a fashion that
accords with the end-to-end principle. Being an end-to-end protocol, DTPC protocol needs to operate only at the endpoints of the communication system.
DTPC protocol is an expandable, connectionless, reliable, sequenced transport
protocol designed to be used on top of the BP offering the following services:
Controlled aggregation of application data units (ADUs) with applicationspecific elision
In order to regulate the overhead introduced by BP protocol when large volumes
of small ADUs are transmitted, DTPC protocol offers an aggregation service that
aggregates ADUs, possibly from different applications residing in the same node,
which have the same destination and require the same quality of service (classof-service, custody transfer, etc.).
The aggregation service is controlled by two thresholds: a length threshold sets a
maximum bound on the total size of aggregated ADUs and a time threshold prevents undue delay before transmission of data during periods of low activity. Additionally, the aggregation service is coupled with an optional elision service that
enables applications to remove obsolete or redundant ADUs from aggregated
data units before transmission, based on application-specific criteria.
End-to-end reliability
DTPC protocol provides an additional degree of assurance in the delivery of application data when lower layer reliability mechanisms fail, by using an end-to-end
ARQ mechanism that is based on positive acknowledgments. Retransmission
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timeout intervals are worst-case values based on data lifetime and limits on the
number of retransmissions, rather than on round-trip-time estimations.
In-order delivery
Each DTPC protocol data unit is uniquely identified by a sequence number, enabling delivery of the contained application data units in transmission order. Additionally, DTPC protocol offers a “latest delivery” service that allows for in-order
delivery of application data with relaxed completeness constraints, such that
holes in the receiving sequence are permitted as long as the missing data units
are considered expired. This “latest delivery” service assures that out-of-order
data units never get stranded or expire at the receiver waiting for the reception
order to be restored.

!
Duplicate Suppression
!
DTPC protocol suppresses the delivery of application data units (ADUs) that have
already been received or that are considered expired, ensuring that duplicate
ADUs are never received by an application.

!

Due to its flexible design, DTPC protocol can be easily adjusted to unforeseen
usage scenarios. In that sense, DTPC protocol can be viewed as an applicationindependent framework for injecting end-to-end characteristics into the DTN architecture.

#
DTPC Aggregation Mechanism
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Bundle Delivery Time Estimation (BDTE) tool
In the Solar System Internet, coarse-grained estimation of the time of delivery of
an application data item will not be trivial. The distances between communicating
entities may be very large, measured in tens to thousands of light seconds, and
may vary widely (e.g., Saturn is about six times further from the Sun than Mars is).
Moreover, those distances are constantly changing as solar system objects follow
their different orbital paths. In addition, since only precisely directed radiation can
enable communication over such vast distances, the rotation of planetary bodies
introduces additional latency by periodically making the reception of directed
radiation impossible - interrupting communication altogether for some lengthy but
predictable interval. In this context, such considerations render end-to-end data
delivery latency not just lengthy but also somewhat challenging to predict: delay
in conveying information about the communications state of an entity diminishes
our confidence in the validity of this information when it finally arrives – and any
failure of communication operations due to invalid information may impose yet
more delay in communication.

!

Note that this already challenging problem statement presupposes successful
communication whenever links are available.

In reality the problem is much

worse: data error rates are high in interplanetary communication by directed
radiation, and any data loss may require retransmission.

Retransmission may

again require tens to thousands of seconds; and may itself fail and require further
retransmission, resulting in unpredictable delivery latency.

!

By and large, a purely deterministic approach to predict bundle delivery latency in
the SSI is rather scientifically naïve. Instead, an analysis of the likelihood for each
bundle to follow some path, which incorporates both transmission latencies and
retention latencies (contact interruption intervals) and considers the most
plausible retransmission scenarios, allows for a weighted probabilistic delivery
latency profile to be computed.

!

Our approach departs from this observation and introduces a novel method for
estimating the bit error rate (BER) on each link. It uses recent network processing
statistics to calculate the mean expected number of retransmissions on each
segment of the end-to-end path and a binary search algorithm to estimate the
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expected BER.

Network processing statistics will be supported by the DTN

network management infrastructure.

!

Bundle Delivery Time Estimation (BDTE) is in essence an administrative network
simulation tool that applies the CGR algorithm on every network node throughout
the route of the bundle. The BDTE algorithm performs hop-by-hop simulations,
provides possible arrival times for each hop, and continues iteratively through the
entire predicted bundle route, ultimately resulting in the arrival time at the final
destination. The calculated latency for each hop is based on deterministic and
stochastic latency components. The former comprises propagation delay (also
referred to as One-Way-Light-Time or OWLT) and transmission delay for bundle
delivery (including overhead) via the link channel, i.e., the length of time that will
be required simply to transmit the bundle given the maximum transmission rate
on the link. The stochastic component is introduced by uncorrected channel
errors, which compel packet retransmissions; it accounts for the propagation and
transmission delay for retransmitted packets.

!

BDTE’s computation is based on the fact that the deterministic components of
the bundle’s latency can be accurately calculated, whereas the stochastic latency
can only be statistically predicted using each link’s history observations. The
result of this analysis is a link error rate forecast that provides several estimates of
the number of transmission rounds that may be required for successful bundle
delivery to the next node, each with its own probability. For each possible number
of transmission rounds, a different delivery time to the next node is calculated.
This time is then used as the transmission initiation time for the next hop of the
route and a new simulation is then performed. This method continues
consecutively to the final destination and ultimately results in a set of distinct
bundle arrival times, with different probabilities that theoretically sum up to 100%.
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Sample ΒER time series and prediction (grey area) with seasonality and trend
We provide a sample two-hop scenario of a bundle transmission from node 1 to
node 3 via node 2. Error rates between nodes 1 and 2 follow the time series
depicted in the figure below and include seasonality with period = 9 time slots, a
linear trend, and a random error with normal distribution. The predicted values for
several periods of time are also depicted in the figure above with the
corresponding 95% confidence intervals. In the link between nodes 2 and 3 we
have applied a random error distribution that BDTE interprets as a Holt-Winters
model without seasonal component and with an insignificant trend.

!

At 11:00:00 a bundle transmission from node 1 to 2 is initiated. The predicted
BER for this moment is 2.4177•10-7 and the expected transmission rounds are
calculated. After the first hop calculations, 3 distinct cases are extracted for the
bundle to arrive at node 2: after 21, 61, or 101 seconds (1, 2, or 3 transmission
rounds) with probabilities 0.822864, 0.176609 and 0.000525 correspondingly.
Each one of them is then treated separately in new simulations for the next hop
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(2-3) with transmission initiation time equal to the bundle arrival at node 2 or the
contact opening time between 2 and 3, whichever of the two times is later. In our
example, the contact between 2 and 3 is always on, so the transmission initiation
time from node 2 to 3 is 11:00:21, 11:01:01 and 11:01:41 correspondingly for
the 3 distinct cases. The newly derived probabilities are multiplied with the initial
ones to calculate the final probability for each delivery time at final destination.
The times at destination are then sorted and the cumulative probabilities are
calculated, showing the probability that the bundle will have been delivered at the
final destination node before a specific future time, as depicted in the Table and
Figure below.

!

Based on the results of the figure, we can also use the application as a QoS
equivalent for space communications. Given a certain confidence C as user input,
BDTE can estimate the time that its delivery is guaranteed with confidence C. For
example in our scenario for a confidence input of 95%, we can guarantee that a
bundle will have reached its destination with 95% confidence before 11:05:31.
For this calculation we consider the cumulative probability that is greater or equal
to C, since for the previous time (i.e., 11:03:31) we can’t guarantee the delivery
with confidence 95%.

!
!

Time

Probability

11:02:11
11:02:51
11:03:31
11:05:31
11:06:11
11:06:51
11:08:51
11:09:31
11:10:11

69.8829%
84.8817%
84.9262%
97.2994%
99.9550%
99.9629%
99.9932%
99.9998%
99.9998%
Table: Cumulative probabilities
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In addition, if we use a specific time in the future as application input, we can find
the probability that the bundle will have reached the destination before that time.
For example, if user input is 11:04:00 in our scenario, BDTE can guarantee
delivery of this bundle before 11:04:00 with a confidence of ~84.9%.

!

The proposed method can be used for administrative purposes and can provide
time delivery expectations for critical bundles. Earliest plausible delivery times may
also be computed, and delivery probabilities prior to a given time in the future
may be provided. Therefore, BDTE could provide a useful administrative tool to
predict the performance of different space applications and adjust their
functionality and usage in real-time.
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DTN-Agent for NS2
SPICE researchers have implemented a DTN model as a set of classes in the ns2 simulator. The model was developed in order to study the deployment of DTN
on top of traditional, Internet-based networks and can be useful in experimenting
with issues such as: storage space management, custody acceptance and rejection reporting, routing strategies, retransmission timeouts, and bundle fragmentation. The underlying network topology is assumed to be static and, thus, this
model is inappropriate for testing routing algorithms in ad-hoc network settings,
at least for the time being. Implementation of a full-fledged routing scheme is part
of future development plans. The DTN model supports both TCP and UDP convergence layers.

!

The DtnAgent is implemented as a subclass of the Agent class and, in a fashion
similar to other agents, can be attached to an ns-2 node as well as a source or a
sink application. There is a single type of a DtnAgent and it is used for all purposes; as a source agent, a relaying agent, or a destination agent. When the TCP
convergence layer is used a special pair of source and sink TCP classes is employed, while when the UDP convergence layer is used a customized UDP class
is employed. These classes are named TcpDtnAgent, TcpDtnSink and UdpDtnAgent respectively and, by utilizing a newly introduced DtnHeader, work along with
the DtnAgent in facilitating bundle transmission and reception.

DtnAgent screenshot
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!
Under the TCP convergence layer operation, both the DTN and the transport layers implement fragmentation/segmentation based on the maximum bundle size
and the maximum packet size respectively. When the application orders the
transmission of a certain amount of data (i.e. an ADU), this data is fragmented
based on the maximum bundle size by the DtnAgent. Depending on the maximum bundle size and the amount of data, the whole ADU may be transmitted as
a single bundle. The created bundles are passed on to the TcpDtnAgent where
they are further segmented, creating the appropriate number of TCP packets.
Each TCP packet contains the offset of the original bundle so that duplicate data
reception originating from multiple sources can be identified. The TcpDtnAgent
increments the packets available for transmission by the number of the newly arrived packets, and appends the corresponding DtnHeader to a list, along with
some additional information (i.e. TCP sequence number). When the time comes
to actually transmit a certain packet, a helper function retrieves the corresponding
DtnHeader from the list and populates the DTN header of the outgoing packet.
On the other end of the connection, the TcpDtnSink aggregates in-sequence, incoming data based on the bundle it belongs to, and delivers it along with the
bundle header to the attached DtnAgent.

!

Under the UDP convergence layer operation, each bundle is encapsulated in a
single UDP packet, with the packet size being set to the total bundle size (a UDP
header is not considered in ns-2). If the bundle size, including the bundle header,
is larger than the maximum packet size for UDP, bundle transmission is aborted.
Unlike TCP, the UdpDtnAgent does not support flow control and, therefore, data
created at the application layer and passed on to the DTN and then to the UDP
layer are directly buffered at the next hop link queue. Hence, if a file of 1 MB must
be transferred, there must be at least 1 MB of space at the queue of the outgoing
link to the next hop, or else part of the data will be dropped at the very node that
it was produced.

!

As of now, routing is implemented in a simplistic way, assuming a convenient
rhombus topology. When a source DtnAgent is connected to a destination DtnAgent the destination agent is added to the source agent's downstream (outgoing)
connections, while the source agent is added to the destination agent's upstream
(incoming) connections. Each connection requires two sets of a TcpDtnAgent and
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a TcpDtnSink, or two sets of two UdpDtnAgent classes for the UDP convergence
layer case, in order to accommodate data bundles in the downstream direction
and report bundles in the upstream direction. In a DTN overlay each DtnAgent
can have multiple incoming and multiple outgoing connections as long as all outgoing connections ultimately lead to the final destination. The final destination is
regarded as the DtnAgent that is attached to a sink application. All other DtnAgents on the path simply forward the incoming bundles on to their outgoing connections in a round-robin fashion, following a cut-through strategy (an incoming
packetload of a bundle is immediately passed on to the next downstream TcpDtnAgent or UdpDtnAgent). Along these lines, alternative mechanisms of outgoing
connection selection as well as non cut-through routing (a bundle is fully received
before being forwarded) can be easily realized.

!

The DtnAgent implements a simple custody acceptance/rejection and retransmission mechanism, targeted mainly towards accommodating certain experimental scenarios. However, other schemes can be readily implemented and incorporated into the existing code. Each DtnAgent is assumed to have a certain amount
of available storage space. When the first bytes of a new bundle arrive (i.e. those
that contain the bundle header in a real-world situation), the agent checks if accepting the bundle will exceed the available storage space. In this case it initiates
a custody rejection report to the upstream agent and rejects subsequent bytes
belonging to the same bundle. If adequate storage space is available, the bundle
is accepted along with all subsequent bytes that belong to it. When a bundle is
fully received the DtnAgent issues a custody acceptance report targeted to the
upstream node. At the reception of a custody acceptance the upstream node
removes the corresponding bundle from storage. Partially received bundles are
considered as placeholders and assumed to occupy the full bundle size, so that
once a bundle is accepted there is guaranteed enough space for it to be fully received.

!

The DtnAgent implements a basic retransmission mechanism in order to ensure
that custody for a bundle has been successfully transferred. In the TCP convergence layer case no action relative to the retransmission timer is taken the instant
when a bundle is added to the TcpDtnAgent queue. Instead, the TcpDtnAgent
notifies the DtnAgent through a callback function when the last part of a queued
bundle has been actually transmitted and a retransmission timer is then started.
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In the UDP convergence layer case the timer is set as soon at the bundle is
added to the link queue. The DtnAgent ensures that the retransmission timer is
always set to the earlier retransmission time of the stored bundles. Reception of a
custody rejection for a certain bundle resets its retransmission time, while reception of a custody acceptance updates the retransmission timer in case the relevant bundle was the earliest bundle pending for retransmission. In both cases,
when TCP is employed, the downstream TcpDtnAgent is notified in order to remove data related to the reported bundle from its queue (so as to avoid redundant data transmission). When UDP is employed, the in-flight bundles are already
in the link queue and, therefore, transmission cannot be aborted.

!

Currently, the retransmission timeout is set by the user to a constant value. However, sophisticated timeout calculation mechanisms can be easily fitted into the
model. If the timeout value is set to 0, then no retransmissions occur whatsoever.
Instead, a bundle is removed from storage as soon as it either finishes transmitting or a custody rejection report arrives for it. Possible pending transmission for
the removed bundle is canceled.

!

Additionally to the basic functionality described so far, the DTN model is equipped
with a rendezvous (RV) mechanism, whose goal is to improve energy efficiency
on mobile networking devices. The RV mechanism is employed at the last hop
(wireless connection) of a data transfer originated from some wired node and targeted to a mobile device on a 802.11 WLAN. In such a scenario, minimal DTN
deployment involves attaching DtnAgents at the source node, the Base Station
(BS) and the destination (mobile node). Incoming data is buffered at the DtnAgent
attached to the BS and flushed at certain RV times, allowing the receiver to
switch its wireless interface to the sleep state in the meantime. At RV time the BS
fragments bundles that have been partially received during the previous idle period and sends them on the wireless link. Meanwhile, bytes belonging to the original unfragmented bundle (which can be a fragment of another bundle itself) are
still being received by the BS from the upstream node. The RV mechanism can
only be employed along with TCP as the convergence layer.

!

Even though the RV mechanism is a feature designed to test a particular research
proposition, the dynamic fragmentation of bundles (very similar to reactive fragmentation) can be useful in a variety of scenarios. For instance, DTN nodes can
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dynamically fragment bundles in a way that balances storage space occupation
over the network. Fragment size can even be negotiated with the downstream
node in cases storage space is very limited.

Connectivity Plan Routing Protocol (CARPOOL)
The majority of people living in the developed world are already experiencing how
access to the Internet is transforming their way of living. Internet has now become a critical infrastructure for the society with its availability levels increasing
and its traffic volume constantly growing. Based on this consensus, in 2011 the
United Nations declared Internet access itself a human right. In a constantly
evolving and expanding digital world, however, geographical isolation and socioeconomic restrictions pose barriers to the invasion of the Internet to all parts of
the society: remote regions demand significantly higher cost for Internet deployments, while economic challenges exclude the under-privileged from accessing
the Internet even in well-connected environments.
Delay/Disruption Tolerant Networking (DTN) architecture and its supporting Bundle Protocol (BP) is an emerging technology to support the new era in interoperable communications by providing delay-tolerant access even when traditional
continuous end-to-end connectivity fails. DTN has been frequently coupled with
the concept of message ferrying, especially as far as remote areas are concerned, to facilitate data transfers through cars, buses, trams, trains etc.
SPICE researchers have focused on metropolitan environments with an ultimate
goal to extend free delay-tolerant Internet access to the under-privileged society
that is currently excluded from today’s digital world. To achieve that, we extend
the existing free Internet access provided by public hotspots that are usually scattered around a city. Actually, we broaden connectivity options by deploying DTN
nodes both on typical means of public transport (ferries), such as buses and
trams, and their corresponding stops. Offline DTN gateways located near ferry
stops collect Internet access requests from end-users in that area and DTN ferries act as relays between offline gateways or designated gateways that have access to the Internet and are capable of handling such requests. In order to support the proposed access model, we have designed and implemented CARPOOL, a DTN routing protocol that utilises a priori knowledge of the connectivity
plan to deliver bundles among DTN gateways. The CARPOOL protocol has been
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implemented and evaluated using the Opportunistic Network Environment (ONE)
simulator.

!

Sample topology

!

Information Centric Delay Tolerant Networking:
An Internet architecture for the challenged
Enabling universal Internet access is one of the key issues that is currently being
addressed globally. However the existing Internet architecture is seriously “challenged” to ensure universal service provisioning. This short paper puts forth our
vision to make the Internet more accessible by architecting a universal communication architectural framework combining two emerging architecture and connectivity approaches: Information Centric Networking (ICN) and Delay/Disruption Tolerant Networking (DTN). Such an unified architecture will aggressively seek to
widen the connectivity options and provide flexible service models beyond what is
currently pursued in the game around universal service provisioning.
We propose to address these challenges with the vision of making the Internet
ubiquitous, accessible and energy- efficient. We do this by traversing a range of
connectivity options that ensure universal coverage, while providing a single unifying communication architecture with a single set of abstractions that not only
spurs innovation for a wide range of new services and applications but also en-
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compasses existing successful Internet services. We utilise advances in information-centric networking (ICN) to provide this abstraction - an abstraction driven by
access to and provisioning of information rather than the connection to explicitly
identified endpoints.
Through this abstraction, we accommodate today’s web-based services while
providing a path to future immersive and sensor-rich applications, such as those
envisioned by the Internet of Things. The focus on information enables inherent
support for rich caching policies that ultimately increase the efficiency of the network across different technologies by providing information from the most efficient provider rather than the original source.
The concept of overarching ICN enables us to pursue multiple complementary
connectivity options, specifically including Delay Tolerant Networking (DTN), as
distinct dissemination strategies, each of which constitutes a set of protocols that
optimally utilise local resources. Integrating multiple concurrent dissemination
strategies enables the utilisation of connected and disconnected modes of access under a single architectural (information-centric) abstraction. This enables us
to accommodate a pure IP-based world as much as a challenged connectivity
DTN world, all within a single architecture, while exploiting all possible communication opportunities that particular network deployments provide, ranging from
fixed, all-optical deployments of wireless and mobile networks to satellite-supported deployments that cover difficult-to-reach environments. The figure below
summarises our architecture.	




I-DTN Architecture
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Knowledge dissemination
List of publications
Through SPICE project, Space Internetworking Center has published its research
work in top conferences and journals on the field. Below we summarise these
publications.

!

Giorgos Papastergiou, Christos V. Samaras and Vassilis Tsaoussidis,
"Where Does Transport Layer Fit into Space DTN Architecture?",
5th Advance Satellite Multimedia Systems Conference and 11th Signal Processing for Space Communications Workshop, ASMS-SPSC 2010, 13-15 September
2010, Cagliari, Italy
Delay Tolerant Networking (DTN) has been proposed as a global overlay architecture to provide network connectivity in challenged environments such as deepspace communications field. Bundle Protocol along with its convergence layer
protocols transform end-to-end reliability into questionable hop-by-hop reliable
communication and imposes a two-tier routing policy that allows flexible routes
only within regions. Following the OSI model, in this paper we discuss the advantages and disadvantages of having a transport protocol relying on DTN for providing reliable and transparent transfer of data between end systems and offering
common transport layer services such as end-to-end packet-oriented retransmission, flow control, path diversity and redundant transmission. In that context,
we highlight features from DS-TP and DTTP that correspond to the requirements
of transport protocols for space. We present space communication scenarios,
which cannot be adequately addressed by the current DTN architecture.

!

Nikolaos Bezirgiannidis and Vassilis Tsaoussidis,
"Packet size and DTN transport service: Evaluation on a DTN Testbed",
International Congress on Ultra Modern Telecommunications and Control Systems 2010, Moscow, October 2010
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We present a study of DTN transport layer service, evaluating its performance
during a file transmission from a Mars relay satellite towards Earth. The experiments are being held in a DTN Testbed designed and implemented for emulating
and evaluating deep-space communications. Bundle Protocol truncates application data into bundles of different size and Licklider Transmission Protocol is used
as the convergence layer protocol, encapsulating bundles into blocks and fragmenting blocks into segments. Bundle size, LTP block size and segment size are
under consideration to achieve better transmission in terms of delivery time, overhead and memory occupancy at the sending node. Our most interesting conclusion is that memory is released faster when using small bundles and LTP blocks.
We also conclude that segments should be close to the maximum boundary of
underlying layer’s MTU, and that ignoring these dependencies, file delivery time in
a channel of steady bit error rate has little dependence from packet sizes.

!Avi Arampatzis, Pavlos Efraimidis and George Drosatos,
"Enhancing Deniability against Query-Logs",

The 33rd European Conference on Information Retrieval, ECIR 2011, LNCS
6611, pp.117-128, Dublin, Ireland, 2011
We propose a method for search privacy on the Internet, focusing on enhancing
plausible deniability against search engine query-logs. The method approximates
the target search results, without submitting the intended query and avoiding
other exposing queries, by employing sets of queries representing more general
concepts. We model the problem theoretically, and investigate the practical feasibility and effectiveness of the proposed solution with a set of real queries with privacy issues on a large web collection. The findings may have implications for other IR research areas, such as query expansion and fusion in meta-search.

!

S. Lenas, S. Dimitriou, T. Tsapeli and V. Tsaoussidis,
"Queue-Management Architecture for Delay Tolerant Networking",
9th International Conference on Wired/Wireless Internet Communications (WWIC
2011), Vilanova i la Geltrú, Barcelona, Spain, June 15-17, 2011
During the last years, the interest in Delay/Disruption Tolerant Networks has been
significantly increased, mainly because DTN covers a vast spectrum of applications, such as deep-space, satellite, sensor and vehicular networks. Even though
the Bundle Protocol seems to be the prevalent candidate architecture for delay#44

tolerant applications, some practical issues hinder its wide deployment. One of
the functionalities that require further research and implementation is DTN queue
management. Indeed, queue management in DTN networks is a complex issue:
loss of connectivity or extended delays, render occasionally meaningless any prescheduled priority for packet forwarding. Our Queue-management approach integrates connectivity status into buffering and forwarding policy, eliminating the
possibility of stored data to expire and promoting applications that show potential
to run smoothly. Therefore, our approach does not rely solely on marked priorities
but rather on active networking conditions. We present our model analytically and
compare it with standard solutions. We then develop an evaluation tool by extending ns-2 modules and, based on selective scenarios primarily from Space
Communications, we demonstrate the suitability of our model for use in low-connectivity/high-delay environments.

!

D. Vardalis and V. Tsaoussidis,
"Energy-eﬃcient Internetworking with DTN",
9th International Conference on Wired/Wireless Internet Communications (WWIC
2011), Vilanova i la Geltrú, Barcelona, Spain, June 15-17, 2011

!
We claim that Delay-Tolerant Networking has the potential to form an internetworking overlay that shapes traffic in a manner that exploits the capacity of last
hop wireless channels and allows for energy-efficient internetworking. We
demonstrate DTN potential for energy-efficient internetworking through an overlay-architecture and a tool we have developed that captures the required state
transitions of the mobile device WNIC. We show experimentally that the DTN
overlay can re-shape traffic in a manner that allows the receiver to exploit the energy-throughput tradeoff better: it may condense sporadic packets into a burst
and, in return, prolong sleep and power-off duration without risk to miss incoming
packets and without degradation in throughput.

!

E. Koutsogiannis, L. Mamatas and I. Psaras,
"Storage-Enabled Access Points for Improved Mobile Performance: An
Evaluation Study",
9th International Conference on Wired/Wireless Internet Communications (WWIC
2011), Vilanova i la Geltrú, Barcelona, Spain, June 15-17, 2011
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Due to existing networking paradigms and people communication habits, Internet
is characterised by: (i) information that associates more and more with network
edges, while corresponding traffic doesn't, (ii) a considerable amount of unexplored network resources that resides near mobile users, while their connectivity
is usually poor and expensive in terms of financial cost and resource consumption. To address the above challenges, we introduce a cooperative networking
scheme where Home Access Points are equipped with storage capabilities and
other connectivity to mobile users. Whenever connectivity sharing is unavailable,
the access points store the pending data and transmit it once connectivity becomes available. We explore how storage-enabled opportunistic routing algorithms can handle periods of intermittent connectivity. We experiment with realistic scenarios based on real network configurations and mobility maps. Our results
demonstrate the potential of the proposed paradigm as well as guide us to define
its follow-up evolution steps.

!

T. Spyridopoulos and V. Katos,
"Towards a forensically ready cloud storage service",
6th International Annual Workshop on Digital Forensics and Incident Analysis
(WDFIA 2011), London, UK, July 7-8, 2011
In this paper we examine the feasibility of developing a forensic acquisition tool in
a distributed file system. Using GFS as a vehicle and through representative scenarios we develop forensic acquisition processes and examine both the requirements of the tool and the distributed file system must meet in order to facilitate
the acquisition. We conclude that cloud storage has features that could be leveraged to perform acquisition (such as redundancy and replication triggers) but also
maintains a complexity, which is higher than traditional storage systems leading
to a need for forensic-readiness-by-design.
R.-A. Koutsiamanis, P. S. Efraimidis,
"A heaviest hitters limiting mechanism with O(1) time complexity for sliding-window data streams",
2011 FTRA World Convergence Conference (FTRA WCC 2011), Jeju, Korea, December 12-15, 2011
In this work we address the problem of identifying and limiting the heaviest hitters
in a sliding-window data stream. We propose the first, to our knowledge, exact
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(i.e., not approximate) algorithm which achieves O(1) with high probability time
complexity in both update and query operations. Additionally, it tracks the first
and last item of any itemset in the window in O(1) time complexity as well as the
lightest hitters with no additional computational costs. These properties allow us
to efficiently implement a mechanism to limit the heaviest hitters by evicting them
from or not allowing them in the window. We describe the algorithms and data
structure which implement this functionality, we explain how they can be used to
accomplish the goal of limiting the heaviest hitters and perform experiments to
produce quantitative results to support our theoretical arguments.

!

G. Papastergiou, N. Bezirgiannidis and V. Tsaoussidis,
"On the Performance of Erasure Coding over Space DTNs",
10th International Conference on Wired/Wireless Internet Communications
(WWIC 2012), Santorini, Greece, June 6-8, 2012
Erasure coding has attracted the attention of space research community due to
its potential to present an alternative or complementary solution to ARQ
schemes. Typically, erasure coding can enhance reliability and decrease delivery
latency when long delays render ARQ-based solutions inefficient. In this paper,
we explore the benefits of erasure coding for file transfers over space Delay Tolerant Networks, using a generic end-to-end mechanism built on top of the Bundle
Protocol that incorporates LDPC codes along with an ARQ scheme. The results
reveal significant insights on the tradeoff among efficient bandwidth exploitation
and delivery latency. We quantify the performance gains when optimal erasure
coding is applied and investigate in what extent theoretically optimal performance
is affected when suboptimal code rates are used. Beyond that, we highlight the
ability of erasure coding to provide different QoS to applications, in terms of file
delivery latency, by properly tuning the code rate.

!

F. Tsapeli and V. Tsaoussidis,
"Routing for Opportunistic Networks Based on Probabilistic Erasure Coding",
10th International Conference on Wired/Wireless Internet Communications
(WWIC 2012), Santorini, Greece, June 6-8, 2012

#47

We investigate the problem of routing in opportunistic networks and propose a
novel routing algorithm, which combines probabilistic routing with erasure coding.
Erasure coding generates large amounts of code blocks with fixed overhead; we
apply a sophisticated but realistic method to allocate the generated code blocks
to nodes that relies on a probabilistic metric for evaluating node potential. Our
goal is to enhance further the robustness of the erasure coding based forwarding
in worst-case delays but also in small-delay scenarios. We detail our algorithm
and evaluate its performance against other well-known routing algorithms. We
exploit scenarios with adequate resource storage as well as scenarios with limited
storage capacity. In both cases, our algorithm yields promising results.

!

D. Vardalis and V. Tsaoussidis,
"Achieving energy-eﬃcienct with DTN: A Proof-of-concept and roadmap
study",
10th International Conference on Wired/Wireless Internet Communications
(WWIC 2012), Santorini, Greece, June 6-8, 2012
Mobile networking devices autonomy can be prolonged by condensing sporadic
traffic at the last hop, allowing the receiver to sleep during idle intervals. We claim
that Delay Tolerant Networking principles are a natural fit for this application and,
along with a novel rendezvous mechanism, employ DTN to achieve energy efficiency. The effectiveness of the proposed scheme is supported by select evidence from our previous experimental work. The presented experimental evidence is followed by a detailed discussion on ongoing development work and
future research directions.

!

S.-A. Lenas, S. C. Burleigh and V. Tsaoussidis,
"Reliable Data Streaming over Delay Tolerant Networks",
10th International Conference on Wired/Wireless Internet Communications
(WWIC 2012), Santorini, Greece, June 6-8, 2012
Data streaming over Delay-Tolerant Networks (DTN) is a challenging task considering jointly the specific characteristics of DTN environments, the demanding nature of streaming applications and their wide applicability. Presently, there are not
any advanced mechanisms available to support this functionality and typical configurations fail to efficiently transfer data streams. In this paper, we present our
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ongoing work in data streaming over DTNs and propose the Bundle Streaming
Service (BSS) as a framework to improve the reception and storage of data
streams. Our proposed framework exploits the characteristics of Delay Tolerant
Networks to allow for reliable delay-tolerant streaming. Here, we present a simple
usage scenario along with the proposed framework and evaluate it experimentally
at a preliminary stage which, however, suffices to demonstrate its potential suitability for both terrestrial and Space environemnts.

!

E. Katsiri,
"Cirrus: A Disruption-Tolerant Cloud",
10th International Conference on Wired/Wireless Internet Communications
(WWIC 2012), Santorini, Greece, June 6-8, 2012
Cloud computing is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, virtual machines, applications, and services) that can be
rapidly and elastically provisioned, to quickly scale out, and rapidly released to
quickly scale in. However, commercially available cloud services such as public
grids target the needs for the broader customer base and do not meet the specialised requirements of real-time, data-centric applications, such as sensor data
aggregation, messaging, media streaming and commodity exchange, that need
to process very large volumes of diverse, streaming data in near real time. To
make matters worse, end-to-end communication paths between realtime data
providers and consumers are no longer guaranteed, due to either node unavailability or service unavailability. The DTN paradigm has shown to promote interoperable and reliable communications in the presence of disruptions, however, is
not directly applicable to cloud computing. A new cloud computing model is
therefore needed for the above scenarios. This paper proposes a novel concept,
that of a generalised cloud, Cirrus, defined as a computing cloud with the following characteristics: (i) abiding by the NIST Cloud Definition, (ii) providing specialised, core Cloud services targeted to real-time, data centric applications, (iii)
allowing for the elastic use of Cirrus cloud resources by ad-hoc networks and (iv)
allowing for the elastic incorporation of nomadic and/or severely resource constrained devices, in Cirrus. Cirrus is built on top of DTN application-layer extensions, such as the Bundle Protocol (BP). As a result, Cirrus behaves as an ”overlay Cloud”, elastically forming, expanding and shrinking over networks of dynamic
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topology that may contain both fixed and ad-hoc infrastructure, thus providing a
more fair and de-centralised Cloud Computing solution that is not exclusive to
”big players” in the field.

!

I. A. Daglis, O. Sykioti, A. Anastasiadis, G. Balasis, I. Keramitsoglou, D.
Paronis, A. Rontogiannis, S. Diamantopoulos,
"Space mission characteristics and requirements to be addressed by
space-data router enhancement of space-data exploitation",
Wired/Wireless Internet Communication, 2012
Data distribution and access are major issues in space sciences as they influence
the degree of data exploitation. The project “Space-Data Routers” (SDR) has the
aim of allowing space agencies, academic institutes and research centers to
share space data generated by single or multiple missions, in an efficient, secure
and automated manner. The approach of SDR relies on space internetworking –
and in particular on Delay-Tolerant Networking (DTN), which marks the new era in
space communications, unifies space and earth communication infrastructures
and delivers a set of tools and protocols for space-data exploitation. The project
includes the definition of limitations imposed by typical space mission scenarios in
which the National Observatory of Athens (NOA) is currently involved, including
space exploration, planetary exploration and Earth observation missions. In this
paper, we present the mission scenarios and the associated major SDR expected
impact from the proposed space-data router enhancements.

!

G. Drosatos, P. S. Efraimidis, I. N. Athanasiadis, E. D'Hondt and M.
Stevens,
"A Privacy-Preserving Cloud Computing System for Creating Participatory Noise Maps.",
In proceedings of the 36th Annual IEEE Computer Software and Applications
Conference (COMPSAC 2012), July 16-20, 2012
Abstract—Participatory sensing is a crowd-sourcing technique which relies both
on active contribution of citizens and on their location and mobility patterns. As
such, it is particularly vulnerable to privacy concerns, which may seriously hamper
the large-scale adoption of participatory sensing applications. In this paper, we
present a privacy-preserving system architecture for participatory sensing con-
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texts which relies on cryptographic techniques and distributed computations in
the cloud. Each individual is represented by a personal software agent, which is
deployed on one of the popular commercial cloud computing services. The system enables individuals to aggregate and analyse sensor data by performing a
collaborative distributed computation among multiple agents. No personal data is
disclosed to anyone, including the cloud service providers. The distributed computation proceeds by having agents execute a cryptographic protocol based on a
homomorphic encryption scheme in order to aggregate data. We show formally
that our architecture is secure in the Honest-But-Curious model both for the
users and the cloud providers. Our approach was implemented and validated on
top of the NoiseTube system, which enables participatory sensing of noise. In
particular, we repeated several mapping experiments carried out with NoiseTube,
and show that our system is able to produce identical outcomes in a privacy-preserving way. We experimented with real and simulated data, and present a live
demo running on a heterogeneous set of commercial cloud providers. The results
show that our approach goes beyond a proof-of-concept and can actually be
deployed in a real-world setting. To the best of our knowledge this system is the
first operational privacy-preserving approach for participatory sensing. While validated in terms of NoiseTube, our approach is useful in any setting where data
aggregation can be performed with efficient homomorphic cryptosystems.

!

N. Bezirgiannidis, S. Burleigh and V. Tsaoussidis,
"Delivery Time Estimation for Space Bundles",
Technical Report: TR-DUTH-EE-2012-21
We present a method for predicting delivery time of bundles in space internetworks. Bundle Delivery Time Estimation tool exploits Contact Graph Routing,
predicts bundle route and calculates plausible arrival times along with the corresponding probabilities. Latency forecasts are performed in an administrative node
with access to an instrumentation database appropriate for statistical processing.
Through both analysis and experimentation, we demonstrate that estimates of
bundle earliest plausible delivery time and destination arrival probabilities can be
provided.

!

R. Dunaytsev, D. Moltchanov, Y. Koucheryavy, O. Strandberg and H.
Flinck,
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"A Survey of P2P Traﬃc Management Approaches: Best Practices and
Future Directions",
Journal of Internet Engineering, Klidarithmos Press, Volume 5, Number 1, 2012
Over the last decade, we have witnessed the tremendous growth of peer-to-peer
(P2P) file sharing traffic. Built as overlays on top of the existing Internet infrastructure, P2P applications have little or no knowledge of the underlying network topology, generating huge amounts of “unwanted” inter-domain traffic.
Bandwidth-hungry P2P applications can easily overload inter-domain links, disrupting the performance of other applications using the same network resources.
This forces Internet service providers (ISPs) either to continuously invest in infrastructure upgrades in order to support the quality of service (QoS) expected by
customers or use special techniques when handling P2P traffic. In this paper, we
discuss the best practices and approaches developed so far to deal with P2P file
sharing traffic, identifying those that may provide long-term benefits for both ISPs
and users.

!

D. Vardalis and V. Tsaoussidis,
"Energy-eﬃcient Internetworking with DTN",
Journal of Internet Engineering, Klidarithmos Press, Volume 5, Number 1, 2012
We claim that Delay-Tolerant Networking has the potential to form an internetworking overlay that shapes traffic in a manner that exploits the capacity of last
hop wireless channels and allows for energy-efficient internetworking. We
demonstrate DTN potential for energy-efficient internetworking through an overlay-architecture and a tool we have developed that captures the required state
transitions of the mobile device WNIC. We propose a novel rendezvous mechanism and show experimentally that the DTN overlay can re-shape traffic in a
manner that allows the receiver to exploit the energy-throughput tradeoff better: it
may condense sporadic packets into a burst and, in return, prolong sleep duration without risk to miss incoming packets and without degradation in throughput.

!

I. A. Daglis, A. Rontogiannis, A. Anastasiadis, O. Sykioti, G. Balasis, I.
Keramitsoglou, D. Paronis, V. Tsaoussidis and S. Diamantopoulos,
"Enhancing space data exploitation through advanced data routing pro-

#52

tocols",
10th Hellenic Astronomical Conference, 2012
Data sharing and access are major issues in space sciences, as they influence
the degree of data exploitation. The project “Space-Data Routers”, which was
initiated recently, has the aim of allowing space agencies, academic institutes and
research centres to share space-data generated by single or multiple missions, in
an efficient, secure and automated manner. The approach of “Space-Data
Routers” relies on space internetworking – and in particular on Delay- Tolerant
Networking (DTN), which marks the new era in space communications, unifies
space and earth communication infrastructures and delivers a set of tools and
protocols for space-data exploitation. The project has started with defining limitations currently imposed by typical space mission scenarios, in which the National
Observatory of Athens (NOA) is currently involved, including space exploration,
planetary exploration and Earth observation missions. Here we are presenting the
mission scenarios and the associated major scientific objectives of “Space-Data
Routers”, with an emphasis on the Sun-Earth connection and the Mars hyperspectral imaging spectroscopy scenarios. In the case of the Sun-Earth connection scenario, we plan to test and validate the capabilities of Space-Data Routers
in providing: a) Simultaneous real- time sampling of space plasmas from multiple
points with cost-effective means and measuring of phenomena with higher resolution and better coverage to address outstanding science questions and b) Successful data transmission even in hostile communication conditions. In the case
of the Mars hyperspectral imaging spectroscopy scenario we plan to test and
validate the capabilities of Space-Data Routers in augmenting the data volume
received from Mars Express, through the increase of Mars Express connectivity
with ground stations and through the increase of access speed to the hyperspectral data depository.

!!

M. Goetzelmann, V. Tsaoussidis, S. Diamantopoulos, I.A. Daglis, T. Amanatidis, B. Ghita,
"Space Data Routers for the Exploitation of Space Data",
SpaceOps, 2012
The goal of the “Space-Data Routers” (SDR) project is to explore concepts for an
enhanced architecture for the exploitation of space data capable of mitigating
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current availability limitations with respect to volume, timeliness, and continuity.
The objective is to establish a mission / application-oriented communication overlay for data dissemination on Earth and to include into this overlay space born
sources and network nodes. Technically, that is achieved by deploying the Delay
Tolerant Networking (DTN) stack and integrating the interfaces of various Space
and Internet communication and networking protocols, including TM/TC, Space
Packets, and AOS along with Ethernet, TCP/IP and UDP. In addition, the overlay
supports and enforces policies for resource and data sharing as well as for data
dissemination. These concepts will be implemented through the development of
the Space-Data Router, a DTN-enabled device that will interconnect space data
providers, ground stations, research centers, and academic institutions in a much
more efficient and decentralised manner than today.

!

N. Bezirgiannidis, S. Burleigh, and V. Tsaoussidis,
"Delivery Time Estimation for Space Bundles",
Aerospace and Electronic Systems, IEEE Transactions on, vol.49, no.3, pp.
1897,1910, July 2013, doi: 10.1109/TAES.2013.6558026
We present a method for predicting delivery time of bundles in space internetworks. Bundle Delivery Time Estimation tool exploits Contact Graph Routing,
predicts bundle route and calculates plausible arrival times along with the corresponding probabilities. Latency forecasts are performed in an administrative node
with access to an instrumentation database appropriate for statistical processing.
Through both analysis and experimentation, we demonstrate that estimates of
bundle earliest plausible delivery time and destination arrival probabilities can be
provided.

!

A. Arampatzis, G. Drosatos and P.S. Efraimidis,
"A Versatile Tool for Privacy-Enhanced Web Search",
In the Proceedings of the 35th European Conference on IR Research, ECIR 2013,
Moscow, Russia, March 24-27, 2013
We consider the problem of privacy leaks suffered by Internet users when they
perform web searches, and propose a framework to mitigate them. Our approach, which builds upon and improves recent work on search privacy, approximates the target search results by replacing the private user query with a set of
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blurred or scrambled queries. The results of the scrambled queries are then used
to cover the original user interest. We model the problem theoretically, define a
set of privacy objectives with respect to web search and investigate the effectiveness of the proposed solution with a set of real queries on a large web collection.
Experiments show great improvements in retrieval effectiveness over a previously
reported baseline in the literature. Furthermore, the methods are more versatile,
predictably-behaved, applicable to a wider range of information needs, and the
privacy they provide is more comprehensible to the end-user.

!

S.-A. Lenas, and V. Tsaoussidis,
"Traﬃc Shaping for Enabling Less-than-Best Eﬀort Services at the Edges
of Broadband Connections",
in ACM MobiCom Workshop on Lowest Cost Denominator Networking for Universal Access, LCDNet '13, Miami, Florida, USA, September 30, 2013
Broadband connection sharing constitutes a network resource pooling technique
that could evolve toward supporting the establishment of the “Free Internet for
All” notion. This technique could be implemented through the User-Provided
Network model in which any end-user device (e.g. ADSL Access Points) could
behave as supplier of Internet connectivity. In this paper, the behaviour of such a
system is investigated from a queue-management perspective. A numerical
analysis that takes into consideration both the high variability of broadband link
speeds and different packet-size distributions is presented. Based on the results,
we propose a hybrid packet-scheduling scheme that enables the application of
Less-than-Best Effort services at the connection edges.

!

I. Komnios and V. Tsaoussidis,
"CARPOOL: Extending Free Internet Access over DTN in Urban Environments",
in ACM MobiCom Workshop on Lowest Cost Denominator Networking for Universal Access, LCDNet '13, Miami, Florida, USA, September 30, 2013
In order to address the challenge of digital exclusion, we introduce an access
method based on message ferrying that enables free delay-tolerant Internet access to all. Targeting an urban scenario, where means of public transport, such
as buses and trams, follow a predefined route and schedule, we utilise a priori
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knowledge about their current location to extend Internet access provided by
hotspots to users and areas that are not typically covered. In this paper, we explore how the deployment of DTN-capable nodes can extend free Internet coverage in metropolitan areas, we depict the inefficiency of existing DTN routing protocols in highly-dense environments and we propose Connectivity plAn Routing
PrOtOcOL (CARPOOL), a reference routing protocol to support our claims. CARPOOL exploits the connectivity plan of public transportation, achieving high delivery ratio with minimum overhead.

!

N. Bezirgiannidis, F. Tsapeli, S. Diamantopoulos, and V. Tsaoussidis,
"Towards Flexibility and Accuracy in Space DTN Communications",
in 8th ACM MobiCom Workshop on Challenged Networks, (CHANTS'13), Miami,
Florida, USA, September 30, 2013
Although Interplanetary Telecommunications rely on preconfigured contact
schedules to make routing decisions, there is a lack of appropriate mechanisms
to notify the network about contact plan changes. In order to fill this gap, we propose and evaluate a framework for disseminating information about queueing delays and link disruptions. In this context, we present such a mechanism, focusing
not only on its functional properties, but rather on its impact objectives: to improve accuracy and routing performance. Supportively, we couple this mechanism with a DTN-compatible protocol, namely Contact Plan Update Protocol
(CPUP), which implements our dissemination policy. Through simulation of space
scenarios we show that accuracy can be significantly improved in all cases while
routing performance can achieve a wide range, from minor through to significant
gains, conditionally.

!

D. Vardalis and V. Tsaoussidis,
"Exploiting the potential of DTN for energy-eﬃcient internetworking",
Journal of Systems and Software, January 2014, doi: 10.1016/j.jss.2013.12.035
Since its original conception as a space-oriented communications architecture,
Delay Tolerant Networking (DTN) has been generalised to address issues in terrestrial networks as well. In this work we employ DTN to form an internetworking
overlay that exploits the surplus capacity of last hop wireless channels in order to
prolong battery life for mobile networking devices. We propose a novel ren-
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dezvous mechanism and show experimentally that the DTN overlay can shape
traffic, allowing the wireless interface of the mobile device to switch to the sleep
state during idle intervals without degrading performance. The simulation experiments are based on a comprehensive DTN agent that incorporates the rendezvous mechanism and facilitates quantifying energy conservation. The DTN
agent, implemented in ns-2, enables the study of additional Bundle Protocol design issues, such as route selection, bundle sizing, retransmission strategies, and
highlights the need for cross-layer interaction between DTN and the underlying
transport protocol.
S.-A. Lenas and V. Tsaoussidis,
"Enabling free internet access at the edges of broadband connections: a
hybrid packet scheduling approach",
SIGMOBILE Mobile Computing and Communications Review (MC2R), Vol. 18,
Issue 1, pp.55-63, Feb. 2014. doi:10.1145/2581555.2581564
Broadband connection sharing constitutes a network resource pooling technique
that could evolve toward supporting the establishment of the “Free Internet for all”
notion. This technique could be implemented through the User-Provided Network
model in which end-users could become suppliers of Internet connectivity. In this
paper, the behaviour of such system is investigated from a queue-management
perspective. A numerical analysis that takes into consideration both the high variability of broadband link speeds and different packet-size distributions is presented. Based on these results, we propose a hybrid packet scheduling scheme that
enables the application of Less-than-Best-Effort services at the connection edges
and allows for the development of different packet scheduling policies corresponding to different requirements. Some significant open issues and research
directions are also highlighted.

!

I. A. Daglis, A. Anastasiadis, G. Balasis, D. Paronis, S. Diamantopoulos,
"Space data routers: Space networking for enhancing data exploitation
for space weather applications",
11th Hellenic Astronomical Conference, 2013
The comprehensive characterisation of magnetospheric processes has received a
boost through the transition from single spacecraft to multi-spacecraft observations. This evolution has set the foundations for the deeper understanding and
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eventual forecasting of magnetospheric processes and the Sun-Earth connection
and space weather in general. However, multi-spacecraft distributed observation
methods and adaptive mission architectures require computationally intensive
analysis methods. Moreover, accurate space weather forecasting and future
space exploration far from Earth will be in need of real-time data assimilation
technologies. The most important capability requirements in this effort are:
• Simultaneous sampling of space plasmas from multiple points with cost-effective means and measuring of phenomena with higher resolution and better coverage to address outstanding science questions;
• Achieving unique vantage points such as upstream at L1, solar polar orbit, or,
desirably, beyond the edge of the heliosphere;
• Enabling the prompt, light-speed return of vast new data sets from anywhere in
the solar system;
• Synthesising to enrich our understanding by means of system-wide measurements exploiting new data analysis and visualisation techniques.
From the above, it is evident that data sharing and data access are major issues
in space sciences, as they influence the degree of data exploitation. The collaborative research project “Space-Data Routers”, has the aim of allowing space
agencies, academic institutes and research centers to share space-data generated by single or multiple missions, in an efficient, secure and automated manner.
The approach of “Space-Data Routers” relies on space internetworking – and in
particular on Delay-Tolerant Networking (DTN), which marks the new era in space
communications, unifies space and earth communication infrastructures and delivers a set of tools and protocols for space-data exploitation. The project has defined limitations currently imposed by typical space mission scenarios and aims at
surpassing them. In the case of the Sun-Earth connection scenario, we plan to
test and validate the capabilities of Space-Data Routers in providing: a) Simultaneous real- time sampling of space plasmas from multiple points with cost-effective means and measuring of phenomena with higher resolution and better coverage to address outstanding science questions and b) Successful data transmis-

!

sion even in hostile communication conditions.

I. Komnios, A. Sathiaseelan and J. Crowcroft,
"LEDBAT Performance in Sub-packet Regimes",
11th IEEE/IFIP Annual Conference on Wireless On-Demand Network Systems
and Services (IEEE WONS 2014), Obergurgl, Austria, April 2-4, 2014
#58

Wireless Community Networks in the developing world satisfy the basic needs of
remote users to information access. However, community networks in developing
regions usually rely on low-bandwidth backhaul links that are shared amongst a
large user base, driving these links to sub-packet regimes where the per-flow
throughput is less than one packet per RTT. TCP performance significantly degrades in such conditions, resulting in severe unfairness and high packet loss
rates. In this paper, we investigate the performance of scavenger transport methods, namely LEDBAT and its fair modification fLEDBAT, in the sub-packet regime
of shared backhaul links in developing regions. Our intention is to explore the feasibility of using such scavenger transport methods for uploading content over
bandwidth constrained backhauls. Our findings show that LEDBAT achieves
higher link efficiency and fairness compared to TCP in a variety of sub-packet
regime scenarios. When TCP and LEDBAT flows share the same link in the subpacket regime, LEDBAT flows are more aggressive, consuming more resources
than TCP. Therefore, we conclude that a more conservative strategy after consecutive timeouts and shared bottleneck detection mechanisms need to be incorporated into the core LEDBAT algorithm, in order to correctly adjust its congestion window in the sub-packet regime.
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I. Komnios, I. Alexiadis, N. Bezirgiannidis, S. Diamantopoulos, S.-A.
Lenas, G. Papastergiou and V. Tsaoussidis,
"SPICE Testbed:A DTN Testbed for Satellite and Space Communications",
9th International Conference on Testbeds and Research Infrastructures for the
Development of Networks and Communities (TRIDENTCOM 2014), Guangzhou,
China, May 5-7, 2014
This paper presents SPICE testbed, a state-of-the-art Delay Tolerant Networking
testbed for satellite and space communications deployed at the Space Internetworking Center, Greece. The core of the testbed relies on the Bundle Protocol
and its architecture has been designed to support multiple DTN implementations
and a variety of underlying and overlying protocols. SPICE testbed is equipped
with specialised hardware components for the accurate emulation of space links
and ground stations, such as Portable Satellite Simulator (PSS) and CORTEX
CRT system, as well as protocols and mechanisms specifically designed for
space DTNs. Performance and functionality evaluations on SPICE testbed show
that it is an ideal platform to evaluate newly developed mechanisms in a variety of
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space communication scenarios.

!

I. Komnios and V. Tsaoussidis,
"CARPOOL: Connectivity Plan Routing Protocol",
12th International Conference on Wired & Wireless Internet Communications
(WWIC 2014), Paris, France, May 26-28, 2014
Basic Internet access is considered a human right, however geographical, technological and socio-economic reasons set barriers to universal Internet access.
To address this challenge, we have proposed an access method based on message ferrying that enables free delay-tolerant Internet access to all, and developed Connectivity plAn Routing PrOtOcOL (CARPOOL), a reference routing protocol for the proposed access method. In this paper, we describe CARPOOL in
depth and evaluate its performance for increasing traffic load. Focusing on an urban scenario, where means of public transport, such as buses, follow predefined
routes and schedules, CARPOOL utilises a priori knowledge about their current
location to extend Internet access provided by hotspots to users and areas that
are not typically covered. Our simulation results show that CARPOOL effectively
exploits the existing connectivity plan of public transportation, achieving high delivery ratio with minimum overhead.
N. Bezirgiannidis and V. Tsaoussidis,
"Predicting Queueing Delays in Delay Tolerant Networks with Application
in Space",
12th International Conference on Wired & Wireless Internet Communications
(WWIC 2014), Paris, France, May 26-28, 2014
In this paper we present a study of queueing delays experienced in Delay Tolerant
Networks with topology based on deterministic contact plan schedules. We examine a generic scenario and propose a sampling procedure that extracts measurements of queueing rates and queue lengths. Sampling queueing information
is transmitted to network nodes, which then form time series and can be used to
forecast future queueing rates. Through simulations we show that the introduced
method can be useful for DTNs with predetermined contact schedules, such as
the Interplanetary Internet, providing accurate end-to-end delivery delay predictions.
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Presentations to other universities and institutes
In order to achieve effective dissemination of the research results, several lectures
and presentations of SPICE achievements to other research institutions were organised. These presentations attracted the interest of collaborating researchers in
the field of space networking technologies and acted as initiators for future collaborations. Below we detail some indicative presentations.

Wireless Networking for Moving Objects (WiNeMo) COST action
meeting, Barcelona, Spain
The yearly Multiple Access Communications (MACOM) international workshop is
the gathering point for the research community interested in communication over
shared channels. It accommodates several interrelated disciplines such as PHYlayer multiple access, MAC-layer protocols, multi-user information theory, queuing
theory, modelling, analysis and simulation. During MACOM 2010, a meeting of
the COST action WiNeMO (Wireless Networking for Moving Objects) group took
place as well.
During a WiNeMO meeting, Prof. Tsaoussidis gave a presentation on Space Internetworking with DTN. Starting from the Extending Internet into Space project,
Prof. Tsaoussidis presented the developed DTN testbed of SPICE research group
and the highlights of the group in Space DTN research. The presentation concluded with the description of the newly established Space Internetworking Center, its research direction, the collaborating laboratories and the open positions at
SPICE.

Information Engineering Department, University of Sienna, Italy
The Information Engineering Department (DII) of the University of Sienna was established in 1996. Today the Department employs more than one hundred people. The main purposes of the department are to promote excellence in all research areas of the Information Engineering field: Automatics, Electromagnetic
fields, Electronics and Measurements, Electrical Engineering, Mathematics, Decision and Management Methods, Computer Sciences, Telecommunications, besides recently introduced areas such as: Algebra and Geometry, Energy and Environment Technologies, Mechanical Systems.
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In April 2011, Prof. Tsaoussidis gave two presentations to the research group of
Prof. Giovanni Giambene and graduate students that attend the advanced course
on Telecommunication Networks: The former provided an insight to congestion
control in next-generation networking, while the latter described internetworking
technologies for space science.

Computer Science Department, University of Birmingham, UK
SPICE staff member Theophaneia Kleio Tsapeli presented the latest research
achievements of SPICE to the Computer Science Department of Birmingham
University and, in particular, the research group of Prof. Musolesi. Fani gave an
insight to interplanetary networking and the store-and-forward functionality and
then focused on DTN technology. The potential of DTN for terrestrial networks
and especially mobile applications was discussed. Issues like opportunistic routing, data offloading and user mobility triggered a long discussion among participants.

European Commission, Brussels, Belgium
SPICE director and researchers attended a workshop organised by the European
Commission titled “A research potential capitalisation exercise: Thematic workshop on capacity building - Stairway to excellence”. Success stories of other Research Potential projects were presented as good practices and representatives
of multiple REGPOT projects had the opportunity to discuss the opportunities
that have arisen through Research Potential programme, the difficulties they encounter, as well as investigate possible means of collaboration among them.

University College London, London, UK
SPICE staff member Ioannis Komnios visited the University College London, UK,
presented the latest research achievements of SPICE and the research interests
within the framework of the upcoming HORIZON 2020 calls to Dr Ioannis Psaras.
The key concept of a joint research proposal was discussed and a list of possible
partners was drafted. The outcome of this visit was a research proposal in the
H2020 ICT-5 call that has already been submitted and results are expected.

University of Bologna, Bologna, Italy
SPICE staff member Nikos Bezirgiannidis visited University of Bologna and met
with Associate Professor Carlo Caini. There, Mr Bezirgiannidis gave a presenta#62

tion titled “Space Internetworking Center: Projects and Research Interests”, which
was targeted to the students of the “Delay-Tolerant Networking” course, and discussed the future prospects of Delay-Tolerant Networking, as well as ideas for
future collaboration. During his visit, Mr Bezirgiannidis also met with two master
students of Prof. Caini, Dmitrij David Padalino and Marco Ruggieri, with whom he
had some research discussions on Contact Graph Routing algorithm, its deficiencies, and how it can be improved. Based on their discussion, they decided to
perform a common study and discussed the technical details for the common
improvements on the CGR source code of the Interplanetary Overlay Network
(ION) project.

!
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Standardisation activities
SPICE researchers actively participate in one standardisation organisation (the
Consultative Committee for Space Data Systems) and one pre-standardisation
research group (the Global Access to the Internet for All) IRTF research group.

CCSDS
Founded in 1982 by the major space agencies of the world, the CCSDS is a multi-national forum for the development of communications and data systems standards for spaceflight. Today, leading space communications experts from 26 nations collaborate in developing the most well engineered space communications
and data handling standards in the world. The outmost goal is to enhance governmental and commercial interoperability and cross-support, while also reducing
risk, development time and project costs. Till now, more than 500 space missions have chosen to fly with CCSDS-developed standards, and the number continues to grow.
CCSDS meetings take place twice per year, every spring and fall. Prof. Tsaoussidis, SPICE project coordinator, participates in the following CCSDS workgroups:

•

Opening Plenary

•

SEA System Architecture

•

MOIMS Spacecraft Monitor and Control

•

CSS Plenary

•

CSS Service Management

•

CSS Cross Support Transfer Services

•

CSS Cross Support Architecture

•

SLS Plenary

•

SLS RFM/RNG

•

SLS Space Link Coding and Synchronisation

•

SLS Space Link Protocols
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•

SLS High Rate Uplink

•

SIS Plenary

•

SIS Asynchronous Messaging Service

•

SIS IP over CCSDS

•

SIS Mars Communication Profile

•

SIS Voice BOF

•

SIS Motion and Imagery Application BOF

•

SIS DTN BOF

•

Joint SIS-AMS and MOIMS-SMC

•

Joint SIS-AMS and SOIS-ASS

•

Joint CSS-SM and MOIMS-SMC

SPICE director, Prof. Vassilis Tsaoussidis, has been participating gin the DTN-related groups of the CCSDS for the last six years, actively following the developments in the area of Space Internetworking.

GAIA
The Internet Society’s recent global Internet survey reveals that the Internet
should be considered as a basic human birth right like clean water, public roads,
work/school etc., because of its societal benefits. However, in the reality of today’s Internet, the vision of global access to the Internet faces the challenge of a
growing digital divide, i.e., a growing disparity between those with sufficient access to the Internet and those who cannot afford access to the essential services
provided by the Internet.
Access problems often result from sparsely spread populations living in physically
remote locations, since it is simply not cost effective for Internet Service Providers
(ISPs) to install the required infrastructure for broadband Internet access to these
areas. In addition to the physical limitations of terrestrial infrastructures (mainly
due to distance) to provide last mile access, remote communities also incur higher costs for connection between the exchange and backbone network when us#65

ing wired technologies. A large exchange may accommodate many users and
allow for competition between service operators; in contrast, a rural/remote
broadband often does not offer economies of scale, raising the costs per user.
Thus, although service requirements for customers in rural/remote areas and
cities are identical, the delivery mechanism needs to be different.
Addressing digital exclusion due to socio-economic barriers is also extremely important. The United Nations revealed the global disparity in fixed broadband access, showing that access to fixed broadband mainly in less-developed countries
costs almost 40 times their national average income. This problem is even encountered in developed countries, where many individuals find themselves unable
to pass a necessary credit check or live in circumstances that are too unstable to
commit to lengthy broadband contracts.
There are both policy and research challenges to the realisation of a future Internet capability that will offer appropriate access to all parts of society. There can
be no single uniform solution that embraces all types of user and all locations.
The Global Access to the Internet for All (GAIA) is an IRTF initiative that aims:
(1) to create maximum visibility and interest among the community on the challenges in enabling global Internet access;
(2) to create a shared vision among researchers, corporations, non governmental
and governmental organisations on the challenges;
(3) to articulate and foster collaboration among them to address the diverse Internet access and architectural challenges;
(4) to document and share deployment experiences and research results to the
wider community through scholarly publications, white papers, Informational and
Experimental RFCs etc;
(5) to have a longer term vision on influencing standardisation efforts at the IETF
that could potentially change the Internet landscape to be more inclusive.
SPICE staff member Ioannis Komnios actively participates in the GAIA research
group and works on issues like providing low-cost Internet access to the underprivileged and achieving better exploitation of backhaul links in wireless community networks.
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Newsletters
SPICE achievements have been regularly circulated to all interested parties
through “SPICE Update” newsletter. “SPICE Update” is published three times per
year, since the beginning of SPICE project. SPICE Update details the latest
achievements of Space Internetworking Center, provides access to the latest
publications, promotes SPICE dissemination activities and lists upcoming events.
The newsletter has attracted the interest of the research community since the
beginning and is even re-distributed by NASA’s DTN website. All issues of “SPICE
Update” newsletter are publicly available online:
http://www.spice-center.org/newsletters/

#
SPICE Update cover page
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Dissemination events
Throughout the duration of SPICE project, the Space Internetworking Center has
organised at least one large dissemination event per year, including workshops
and panel sessions. Below we detail the major events.

Panel session on Space Internetworking, Barcelona, Spain
Space Internetworking Center (SPICE) organised a session on Space Internetworking in parallel to the 9th International Conference on Wired/Wireless Internet
Communications (WWIC) in Vilanova i la Geltru, Barcelona, Spain on June 16-17,
2011. The session consisted of two keynote presentations by invited speakers:
• Mr Scott Burleigh, senior researcher at Jet Propulsion Laboratory (NASA) and
• Mr Nestor Peccia, head of the Data Systems Infrastructure Division, Ground
Engineering Department (ESA),
as well as one panel session between them.
The first keynote presentation by Mr Scott Burleigh took place on June 16, 2011
and its main goal was to familiarise audience with the emerging technology of
DTN in space and terrestrial communications. The presentation was entitled “Tortoise and Hare: Ways of thinking about mission communication” and focused on
different communication technologies for Space.
The next part of the Space Internetworking session was the panel session between Mr Scott Burleigh (NASA) and Mr Nestor Peccia (ESA). Prof. Tsaoussidis
was the moderator of the discussion. At the beginning, Prof. Tsaoussidis presented the two invited speakers and made a short introduction on space internetworking, in order to highlight why space internetworking is needed. In the main
part of the panel discussion, Prof. Tsaoussidis asked five questions on space internetworking and speakers were called to answer in the form of a debate. In particular, Mr Burleigh and Mr Peccia discussed on:
• (Why) Is DTN an appropriate technology for Space?
• How can DTN become a technology of choice for space?
• What are the issues to solve until DTN becomes a Space technology
• What are the plans of each agency on Space Internetworking
• Open issues (including funding opportunities?)
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Each participant was provided with enough time to express his ideas, as well as
his agency’s policies and strategy. At the end of the panel session, participants
had the opportunity to ask questions to both speakers and discuss on DTN technology and the different space internetworking strategies of ESA and NASA. The
moderator concluded the panel session with a short summary on the advantages
of DTN technology. A total of 47 participants of the WWIC conference attended
the panel session and the duration of the panel session was 2 hours.

#
Prof. Tsaoussidis, Mr Peccia and Mr Burleigh during the panel session
(from left to right)
On June 17, 2011 the session on Space Internetworking was concluded with a
keynote presentation from Mr Nestor Peccia entitled “ESA roadmap for a full DTN
based Space Internetwork System”. Since the audience had already been informed on DTN technology and the main space internetworking strategy of both
ESA and NASA, the representative of ESA focused on ESA’s plans to move from
static to dynamic communication procedures.

Workshop on terrestrial and space DTN, Xanthi, Greece
Space Internetworking Center (SPICE) organised a workshop on “Terrestrial and
Space DTN” in Xanthi, on September 6, 2011. All speakers are recognised re-
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searchers in the field of DTN that have undertaken several research projects on
the topic and developed several applications for Delay/Disruption Tolerant Networks.

#
Workshop on terrestrial and space DTN

!

The workshop consisted of two parts; the first one was open to all interested parties, while the second on was restricted among researchers.

o In the first part, five keynote presentations had been planned. In particular,
presentations were given by:

•

Scott Burleigh, senior researcher at Jet Propulsion Laboratory, NASA,
USA,

•

Jörg Ott, Professor at Aalto University, Finland,

•

Torsten Braun, Professor at University of Bern, Switzerland,

•

Eiko Yoneki, senior researcher at Cambridge University, United Kingdom, and

•

Lefteris Mamatas, senior researcher at SPICE, Greece.

o The second part was a brainstorming session, where SPICE staff members discussed with other researchers on SPICE research agenda, in regards to upcoming FP7 calls.

#70

The total duration of the workshop was 7 hours. Forty people attended the first
part, while in the second part 15 researchers participated.
Scott Burleigh decided to repeat his keynote presentation from the session on
“Space Internetworking”, entitled “Tortoise and Hare: Ways of thinking about mission communication”.

!

#
Mr Burleigh during his keynote presentation

!

Prof. Jörg Ott presented a novel concept for sharing information in urban areas.
The topic of sharing content when there is no available infrastructure has been
studied before, however not for urban environments in particular. Two basic examples that Prof. Ott presented were:

•
•

Tourists and locals sharing context information in a central square and
Friends exchanging information on places to go (bars, theme parks etc.).

The topic has been studied both through analytic modelling and simulations. In
this presentation, Prof. Ott gave just an overview of the analytical model for floating information and focused on experimental scenarios. Several results (obtained
through ONE simulator) were presented, thus triggering the interest of the audience.

!
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Dr Yoneki’s presentation was based on four research projects, in which Cambridge University currently participates or has participated in the past years. All
projects study novel networking methods and interconnect them with social aspects. In particular, Eiko Yoneki’s presentation evolves from:

•
•
•
•

HAGGLE project (FP6-funded project)
SOCIALNETS project (FP7-funded project)
RECOGNITION project (FP7-funded project)
FluPhone project.

Within HAGGLE project, the group studied Pocket Switched Networks, which are
actually opportunistic networks with human behaviour; in this context, HAGGLE
focuses on content-centric networking. The architecture of the system was presented, along with its main characteristics such as interest forwarding and delegate forwarding. Simulation studies on human connectivity were also described.
Prof. Braun started his presentation by providing an overview of the active research project of his research group. The main research interest of his group is
content-centric and service-centric networking. In the first part, Prof. Braun focused on content-centric networking. Audience was already familiar with the
area, since Eiko Yoneki had just presented part of their work on the topic. Prof.
Braun described the model of a content-centric network (CCN) and how an interest message is transmitted within a CCN. Issues like naming and routing were
also brought into discussion, triggering a long conversation on the conformities
and the difference between CCN and IP networks. The second part of the presentation mainly focused on service-centric networks. Service-centric networking
(SCN) is an extension of CCN to support services, possibly operating on content.
Dr Lefteris Mamatas presented a novel idea of extending the existing Internet infrastructure using DTNs. Dr Mamatas presented the modelling considerations we
should take into account, when extending the Internet architecture with DTN assets. Inter-contact times and inter-contact rates between any two nodes should
be measured and aggregated. The presented model consists of a hybrid network
that utilises both UPNs and DTNs. In particular, the model uses Continuous-Time
Markov Chains. An example model was presented and described.
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Delay- and Disruption- Tolerant Networks (DTN) workshop, Island
of Santorini, Greece
During the second year of SPICE project, as part of the dissemination activities,
SPICE organised a workshop on Delay- and Disruption- Tolerant Networks
(DTNs). Considering the successful organisation of last year’s panel discussion
within the 9th International Conference on Wired/Wireless Internet Communications (WWIC 2011) and the high attendance of researchers working in the area of
DTN expected in this year’s conference, it was decided for the DTN workshop to
be integrated into the program of the 10th International Conference on Wired/
Wireless Internet Communications (WWIC 2012) as a two-day event. WWIC 2012
took place on the island of Santorini, Greece, between June 6-8th, 2012, and the
events of the workshop were scheduled for June 7th and 8th, 2012.
WWIC conference attracts high-quality research papers on modern Internet
communication technologies and during the last years has shown a strong focus
on DTN technology. Thus, the integration of the workshop within the conference
constitutes a great opportunity for Space Internetworking Center to promote its
achievements and the latest advances on DTN. The final program of the workshop on “Delay- and Disruption- Tolerant Networks (DTNs)” included:

•

A keynote speech from Jörg Ott, a recognised researcher among the DTN
research community;

•

A panel discussion on “Delay- and Disruption-Tolerant Networks (DTNs):
Challenges, Limitations and Application Scenarios”;

•

A general discussion on “Future of Delay- and Disruption-Tolerant Networks (DTNs) and Related Projects” and

•

Two conference sessions specifically targeted on DTN research issues;
the former includes invited papers on DTN, while the latter consists of
peer reviewed research papers on Delay-Tolerant and Opportunistic Net-

!

works.

Prof. Jörg Ott’s keynote presentation entitled “Delay – Tolerant Networking: Is it
made for humans?” took place on June 7th, 2012 and its main goal was to pro-
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vide a critical perspective on the applicability of Delay Tolerant Networking technology in real-world environments.

#
Prof. Ott’s keynote presentation
The second event of the organised workshop on “Delay- and Disruption- Tolerant
Networks (DTNs)” was a panel discussion among:

•

Prof. Jörg Ott, Aalto University, expert on terrestrial DTN applications;

•

Scott Burleigh, Jet Propulsion Laboratory, NASA, senior researcher on
DTN and developer of the Interplanetary Overlay Network (ION) implementation;

•

Dr Eiko Yoneki, University of Cambridge, senior researcher on social applications of DTN;

•

Prof. Torsten Braun, University of Bern, senior researcher on DTN and
context-awareness and

•

Dr Eli Katsiri, Space Internetworking Center, developer of the concept of
DTN cloud.
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#
Panel discussion
The topic of the panel was broad and focused on addressing the issue of combining different networking perspectives, such as Content Centric Networking,
Cloud Networking, Delay Tolerant Networking and Space communications, in order to produce a unified communications solution that could both benefit the
general public, in terms of communication cost, services availability and efficiency,
and exploit new market opportunities in telecommunications. Prof. Tsaoussidis
was the moderator of the discussion.
The discussion on “Future of Delay- and Disruption- Tolerant Networks (DTNs)
and Related Projects” was an open discussion on DTN, where all participants of
the workshop could express their opinions on the maturity level of DTN technology so far, present relevant research projects and outline issues that need to be
studied. Scott Burleigh, from Jet Propulsion Laboratory, NASA, was the moderator of this discussion.
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#
Discussion on “Future of DTNs and related projects”
The invited session on “Delay- and Disruption- Tolerant Networks (DTNs): Scenarios, Applications and Protocols” consisted of five presentations of invited research papers in the area of Delay Tolerant Networking. The authors of the papers presented their latest research findings in the area, including also ongoing
work. In particular:

•

Dimitris Vardalis presented ways to achieve energy-efficiency with DTN;

•

Dr Boghdan Ghita proposed a novel security architecture for a Spacedata DTN;

•

Dr Eli Katsiri presented the concept of a Disruption-tolerant Cloud;

•

Sotirios-Angelos Lenas proposed a reliable data streaming architecture
over delay-tolerant networks and

•

Dr Athanasios Rontogiannis described space mission characteristics and
requirements to be addressed by Space-data router enhancement of
space-data exploitation.

The workshop on Delay- and Disruption-Tolerant Networks (DTNs) organised by
Space Internetworking Center was concluded with a special technical session on
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“Delay- Tolerant and Opportunistic Networks”. The session consisted of four presentations from a respective number of research papers.

Workshop on DTN communications, Xanthi, Greece
During the third year of SPICE project, SPICE organised a workshop on Delay
Tolerant Networking (DTN) communications. SPICE facilities in Xanthi, Greece,
were preferred as a venue for the workshop, in order to better disseminate the
achievements of the Space Internetworking Center to the local academic community, including undergraduate students, professors and researchers. The list of
invited speakers for the workshop was formed based on the active collaborations
between SPICE and other, mainly European, research institutes. The workshop
was also an opportunity for SPICE researchers to meet with the collaborating researchers, discuss the ongoing work and plan joint future activities. The workshop was organised as a single-day event on June 18th, 2013, and was attended
by 34 participants. Based on our previous experience from successfully organising similar events, we managed to bring together researchers from the region of
Thrace and researchers from top universities and research institutes.
The workshop was held at the premises of SPICE, which are co-located with the
Department of Electrical and Computer Engineering of the Democritus University
of Thrace, in Xanthi, Greece. In particular, the workshop took place at the presentation room of the Space Internetworking Center, which has the capacity to accommodate 50 attendees. All speakers were recognised researchers in the field
of DTN, or closely related research areas, that have undertaken several research
projects on the topic.
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#
Prof. Tsaoussidis’ introduction
The workshop was organised as a single-day event and consisted of three parts.
At the beginning, Prof. Tsaoussidis, chair of the workshop, gave a short welcome
talk, introduced the scope of the workshop and briefly presented the speakers. In
the first part, five talks were given by highly recognised researchers in the area of
DTN or closely related research areas. The second part of the workshop included
a talk from Mr Grzegorz Ambroziewicz, EC’s Policy officer and SPICE project officer, on FP7 Project Management and the new funding opportunities in the context of “Horizon 2020” EU’s Framework Programme for Research and Innovation.
In the third part, a discussion on the future of Delay- and Disruption- Tolerant
Networking was held among workshop participants. The event was open for participation to all interested parties. The detailed program of the workshop can be
found at http://www.spice-center.org/workshop-dtn-communications/.
The list of invited speakers included:

•

Dr Arjuna Sathiaseelan, senior researcher at the Computer Lab of University of Cambridge, UK;
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•

Scott Burleigh, senior researcher at the Jet Propulsion Laboratory of the
National Aeronautics and Space Administration (NASA), USA;

•

Dr Lefteris Mamatas, senior researcher at University College London, UK;

•

Prof. Ioannis Stavrakakis, Professor at the Department of Informatics and
Telecommunications of National and Kapodistrian University of Athens,
Greece;

•

Prof. Panagiotis Papadimitriou, Professor at the Leibniz University of Hannover, Germany and

•

Grzegorz Ambroziewicz, EC’s policy officer.

Each speaker was provided with 40 minutes time to present his achievements on
the field and discuss with workshop participants.

!
!
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Journal Special Issues

!

Special Issue on Future Internet Architecture
In the framework of SPICE project, Space Internetworking Center published a
Special Issue on Future Internet Architectures in the Journal of Internet Engineering (JIE).
The Journal of Internet Engineering (JIE) aims at focused research on the architecture of next generation Internet, the future Internet protocol sets and their extensions, as well as the design properties of supportive middleware. The strategic
and distinct aim of the journal places the Internet at the research core, targeting
new engineering approaches, which will host naturally the evolutionary applications, as well as specific network architectures, protocols and devices.
The special issue on "Future Internet Architectures" includes articles on new protocols and mechanisms for the Future Internet. Strong emphasis is put on delay
and disruption tolerant networking (DTN). Voyiatzis gives an overview on DTN
implementation platforms, experimentation networks as well as applications.
Vardalis et al. investigate the potential of DTN to save energy, which is important
since mobile end systems have limited battery power and lifetime. RodríguezFernández present and discuss

an approach to interconnect communities in

rather heterogeneous networks, e.g., IP, mobile ad-hoc and DTN networks. Other
challenging networks are satellite-networks. The article of RendonMorales presents an algorithm to parametric scheduling parameters to support
Quality-of-Service in satellite networks. Finally, Dunaytsev et al., discuss traffic
management approaches for Peer-to-Peer traffic, in particular to avoid excessive
traffic between different network domains.
The Special Issue on Future Internet Architectures is available at JIE website:
www.jie-online.org

!

Special Issue on New Research Challenges in Mobile, Opportunistic and Delay-Tolerant Networks
Internet is extending beyond its fixed network infrastructure boundaries by gradually incorporating a wide range of challenging networks and autonomous devices,
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serving non-traditional user communities, such as space missions, disaster areas,
and economically challenged populations. These hybrid network environments
require supportive strategies to exploit even the slightest communication opportunity. Furthermore, the complexity of this task increases if we also consider device constraints, energy aspects and application diversity. In this context, what
appears theoretically possible becomes conditionally feasible only when all available network resources are being efficiently exploited, including those hosted in
nearby fixed deployments.

!

New research paradigms can give a unification perspective to the various pieces
of the global network jigsaw puzzle. Software-Defined Networks (SDNs), Mobile
Cloud Computing and Information-Centric Networks (ICNs) are among the recent
innovations that can enable flexible solutions for integrating infrastructure with
mobile and opportunistic networks, addressing challenging network conditions,
and supporting promising new applications.

!

This Elsevier Ad Hoc Networks Special Issue aims at soliciting original manuscripts on experimental & theoretical work revisiting the research areas of mobile
and opportunistic networks in the context of recent developments in networking
research, including new fixed network technologies and concrete use-cases (e.g.,
disaster situations, space environments and free Internet deployments). On the
one hand, infrastructure networks are becoming more flexible and can provide a
supportive environment in which mobile-to-mobile communication can flourish,
e.g., improving the Quality of Experience (QoE) and energy efficiency for users
and devices, respectively. On the other hand, the deployed opportunistic networks can extend the pool of available resources and increase network coverage
worldwide.

!

More information on this special issue can be found at:
http://www.journals.elsevier.com/ad-hoc-networks/call-for-papers/special-issueon-new-research-challenges-in-mobile/
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Other projects
EC’s FP7 Space Data Routers
This project has the potential to allow Space Agencies, Academic Institutes and
Research Centers to share space-data generated by a single or multiple missions, in a natural, flexible, secure and automated manner. We develop a communication overlay modelled according to thematic context of missions, Ground
Segment topological distribution, Agency policies and Application restrictions and
requirements. We realise our model through the development of Space-Data
Routers: a (Delay-Tolerant Networking) DTN-enabled device that:
i.

incorporates the Space Agency administrative instructions and policies for
data dissemination and resource utilisation, and

ii.

!

integrates the DTN protocol stack with application, network and link layer
protocols.

We pay particular attention to ESA roadmap for Interplanetary Communications
and implement a communication scheme that scales natively with future deployments in Space. In essence, we promote the ultimate objective of most missions,
which is to return space data, which, in turn, will be disseminated and exploited
for the benefit of human scientific knowledge. Space-Data Routers form an overlay suitable for exploiting space data efficiently, which is, by definition, a major
objective of all space missions and probably the most significant failure today.

ESA’s Application of a BitTorrent-like Data Distribution Model to
Mission Operations
The recent advent of femto, pico and nanosatellites has radically influenced the
design and development process of future satellite missions in a number of ways.
Their small size, which significantly reduced the launch costs for a Space mission,
in combination with the low development cost enabled a larger range of organisations to directly launch satellites. Institutions such as universities and research
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organisations that previously found it cost-prohibitive to deploy their own satellite
can now participate in the exploration of Space. Furthermore, a new trend in
Space missions has emerged where constellations of mini-satellites are considered as a cost-effective way of increasing Space missions’ coverage area as well
as its science return. In practice, these new approaches, declare a shift from the
classical Space mission architecture of a single satellite, controlled by a single
mission control centre and communicating with a single ground station, to a
modern distributed communications concept with multiple satellites, multiple
ground stations and a large number of end-users.

!

In this context, ESA was seeking innovative communication and networking technologies to support such new communication models in future mission operations. In particular, ESA was interested in utilising already existing and proven to
work CCSDS networking technologies such as CFDP and SLE in a variety of torrent-like architectures, to expand the capabilities of the currently deployed data
return models and increase both their efficiency and the total data return volume.
Democritus University of Thrace (DUTh) and Telespazio VEGA (UK) Ltd formed a
consortium which conducted a preliminary 6-month study on that topic.

!

The scope of the study was centered on investigating novel approaches to downlink and distribution of data produced on board low earth orbiting satellites. It was
inspired in part by the decreasing size and costs of satellites, networks of low
cost ground terminals and the emergence of various torrent-like protocols for
data distribution. The aim was to investigate the feasibility of this concept and to
develop the tools for modelling and simulating such communications architectures.

!

The study logic was to conduct first a feasibility assessment of the concept by
reviewing relevant network protocols that could support the deployment of a fully
distributed Space data dissemination model and propose afterwards suitable
network architectures in which such a model could be based on. During the
study, three reference missions that resembled certain existing missions were defined as potential Space mission examples that could take advantage of distributed data dissemination models. Two main network architectures were proposed that could support the distributed character of the proposed Space data
dissemination models. All the associated physical and network elements of the
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proposed architectures were modelled on a simulator environment based on STK
and ns2 at a suitable level of abstraction. An end-to-end performance analysis
was conducted to determine the associated benefits and potential drawbacks of
deploying a distributed data dissemination model in comparison to the ordinary
classical model and European Data Relay System alternatives.

ESA’s Distributed Information Storage and Communication in Outer
Space (DISCOS)
DISCOS (Distributed Information Storage and Communication in Outer Space) is
an R&D activity in the emerging area of security in DTN-based space data systems. The activity aims towards the design and implementation of a secure hardware device running the DTN stack that can be part of the DTN trials in ground
and ultimately in space.

!

The DISCOS proposal is in accordance with the specifications set by the CCSDS
and ESA. The DISCOS proposal sets the following objectives:
(i) to assess the security requirements for space DTN in order to propose and implement secure mechanisms that satisfies them and that mitigate the identified
threats
(ii) to test DTN with security mechanisms
(iii) to design and implement a secure DTN device node consisting of hardware
modules (low-power processor, memory and storage area) and interoperable
software modules (the DTN stack and the implemented security mechanisms)
(iv) to assess/evaluate the system’s performance
(v) to identify and quantify the trade-offs between security and performance and
to propose optimisations.

ESA’s Extending Internet into Space Phase: III
This project elaborates on four major activities:
• Evaluation of CFDP Service versus DTN service, full CFDP over full DTN and
CFDP as file service over full DTN service. A roadmap from CFDP to DTN service
will be discussed and evaluated based on scheduled activities for deployment in
Space in 2023 and beyond.
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• Enhancements of the DTN Testbed in the context of Space Internetworking.
This activity is associated with the design and deployment of a lightweight version
of DTN for Space, in which some unnecessary functions of the bundle may be
removed while others such as priorities and naming may be added.
• Experiments with the Testbed, in three phases. These experiments will evaluate
the functionality of DTN, the efficiency of DTN and the potential of DTN to provide
reliable communication service through alternative channels.
• Enhancement of the Testbed with Security mechanisms, which will be studied
in depth.
The ultimate objectives of the present proposal are highlighted below:
■

To integrate ESA policies and procedures into administrative protocol instructions.

■

To integrate realistic scenarios and applications into Testbed.

■

To allow for policy-based routing along with static and flexible dynamic
routing.

■

To unify space and earth communications through layered architecture
and convergence layers.

■

To evaluate all aspects of the new architecture adequately, emphasising
on security.

!

■

To determine – through experiments – the roadmap from CFDP to DTN.
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Summary
The utmost scope of SPICE as a center of excellence in Space Internetworking is
to lead research community towards the most promising directions of research
and development in the field of Delay Tolerant Networking (DTN) and Space Internetworking in general. SPICE incorporates Space and Internet technologies for
their mutual benefit: Space benefits from Internet technologies and Internet benefits from Space communications.
In this context, SPICE will maintain and expand the worldwide collaborations with
space agencies, academic institutes and research centers, regional authorities,
SMEs and industries, in the area of innovative concepts and technologies for mission operations. SPICE has already set an exploitation plan that aims to address
some of the most perplexing communication challenges and has been created by
utilising input from our collaborators and SPICE External Advisory Board.

#87

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

!

!

!

SPICE project is sponsored by the European Commission. This
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